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ABSTRACT

Cyber technologies have become a integrated part of lives, whether it's personal life, the socio-economic,
Military or any other aspect of life. But the most important question arises, is it secured? and if it is then to what
extent? Nowadays information is transferred in Computer Networks .This information or data can be business,
military data, academic data, research data, etc. it is shared either on a public or a private network. Security in
this transfer of data and the communication is increasing day by day. As the need and value of computational
requirement increase the conventional approaches cease to give a promising and reliable solution. In the early
20t century as we all know the path of Physics was completely changed by the Theory of Relativity and then
by the Theory of Quantum mechanics and this not only changed the physics but the whole technology , it
created a whole new field of computation usually known as Quantum Computing . Quantum Computing and
Communications has room for everything which was dreamed in the field of Computing and communications.
Quantum technology is going to be the next step to make computers both faster and smarter. In this paper
author gives a complete overview of How Quantum Technologies are changing the paradigms of Cyber Security
and emerging technologies with it.

I.  INTRODUCTION

As perfectly stated in a Max Planck quote,” A new scientific truth does not triumph by convincing its
opponents and making them see the light, but rather because its opponents eventually die, and a new
generation grows up that is familiar with it”. Quantum technologies are having exactly the same effect on
today’s technologies. Quantum Computing is going to be the latest and the most powerful tool for
Computational requirements. Currently computer security is handled by using mathematical theories for
encrypting and decrypting the data in communication between sender and receiver. Even after considering the
high performance computer it would take exponentially long time to decrypt this information. But according to
theory by using a quantum computer, an attacker can find a key and access the data in feasible amount of time.
Quantum Computers can solve exponentially big mathematical problems in parallel in seconds. As mentioned
above all the security techniques depend on the mathematical theories for encryption and decryption of data,
now a serious question has been raised on these conventional data transfer techniques.. In the following paper
author discusses what is Quantum computing and its effects on emerging technologies and mainly its effects on
Cyber Security. The paper is divided in three sections. In which, the first section gives an introduction about
Quantum computing Concepts and terminologies. Second Section provides the impact on Cyber Security and
introduction about new technologies emerging with it and the third section concludes the paper.

Section-I

A Quantum Computer is a machine which uses quantum phenomenon for computation purposes. In last few
decades, researchers have realized that in the way which quantum physics allows different phenomenon which
can be harnessed for computational requirement. Quantum Computer can use the Quantum physics laws and
perform computation in ways that are unimaginable for conventional computers. In a classical computer
information is stored in bits in the form of 0 or 1 and only one value can be stored in it at a given point but in
contrary a quantum computer can store both values at one time. Let’s consider some of the basic quantum
computing concepts which allow this magnificent possibility
1. Superposition: - A particle can exist in a combination of two different states at once. For example. A particle
can act as If it is spinning in both clockwise and anti clockwise. Once it is measured by the observer it settles
into single spin, it settles probabilistically either in one of the spin. Consider a physical system that can be in
N different classical states. Suppose these states as |1 >, |2 >,...,|N >. Any pure quantum state is in
superposition of classical states given as :-
|@>=al|l>+a2|2>+---+aN N>
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Superposition
of 0and 1

Fig. 1. Particle in superposition

2. Entanglement: - Two or more particles become connected or entangled as if they cannot be described as
two different entities. It can also be put as measure of one of the particle determines the outcome of the
other. This property is also true over a large distances.

3. Qubits (Quantum bits ): - Now by using these properties of quantum physics a basic building block of a
quantum computer is made ‘qubit’ or quantum bit . A quantum computer would store the information in
these qubits, which can be in both 0 and 1 states until the observation is made. This increases the storage
capacity of a quantum computer exponentially

In case of a conventional computer or even the super computer are designed with silicon chips having billions

of transistors fixed on them , with these transistors these conventional computer are getting more and more

efficient but this has limitation . In contrary in case of a quantum computers they are made of more complex
quantum mechanical system unlike transistor having only choice of either ON or OFF a quantum bit can be in

ON, OFF, BOTH ON & OFF .Small particles like electrons or photons have properties like spin . This spin can be

measured using magnetic field. For example electron can have a spin pointing up or low:

Fig. 2. Particle can have spin both UP and LOW

Fig 3. UP and LOW both spin simultaneously
Now let’s consider the example of a 8 bit register, In case of a conventional computer a 8 bit register can store
one and only one number from 0 to 255 at a time

1 0 1 0 1 0 0

Fig 4. 8-bit register containing 8 bits of data

Now for of a quantum computer , it can store all the values ranging from 0 to 255 as it is a qu-register of 8
entangled qubits. It can contain all the 278 i.e.(256) numbers simultaneously in a 8 bit by superposition .
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Fig 5. 8 bit qu-register containing 28 numbers of 8-bit data
Section-II

1. Cyber Security: Potential vulnerability of digital information and its interaction with other technologies
makes quantum technologies an important aspect in security world. It is asserted that being first in
quantum technologies will surely provide an enormous strategic advantage not only this but political and
economic benefits. Of course at the core of all this is the effect of quantum computing in cryptography.
Highly important and huge amounts of data can be accessed using these technologies. This poses significant
threat to existing technological infrastructure .To secure data and communication systems from these
threats, the field Cryptography is used. In today’s world, communication is secured by cryptography. It is a
method of encrypting the data by algorithms and converting the input into encrypted form generally known
as cipher text. Cryptography is categorized in two categories: - Symmetric Cryptography and Asymmetric
Cryptography. Symmetric Cryptography uses single key for encryption and decryption of data in contrast
Asymmetric Cryptography one key is used to encrypt while another key is used to decrypt the data. Most of
these algorithms use mathematical problems for encryption e.g. factorization of huge number. But with the
power of advanced computing, a quantum computer can break these algorithms in feasible amount of time.
Quantum computer pose a significant threat to these commonly used cryptosystems. As a result the whole
field of encryption comes in check, but not all of these algorithms are vulnerable to quantum computing,
with some modification they can be used even in the quantum era. These are some encryption algorithms
provided with the impact of quantum technologies on it

Names Type Purpose of algorithm Impact of quantum
stechnologies
AES Symmetric key Encryption Large key sizes needed
SHA-2, SHA-3 Hash functions Large output needed
RSA Public key Digital Signatures and Not secure
key establishment
ECDSA, ECDH (Elliptic Public key Digital Signatures and Not secure
Curve Cryptography) key exchange

2. Quantum Key Distribution (QKD): Developments in communication technologies have resulted in faster
and more convenient mode of exchange of information. Basically it is a method of communication using laws
of quantum mechanics. In this the sender and receiver use a random secrete key to encrypt the messages
between them. This key is sent to the other end of communication using a fiber optic key. Most important
advantage of this is the communication can be done in secured manner. QKD provides the ability to the both
parties to detect if any third party is present and if it is trying to obtain the key. This ability is given through
the fundamental aspects of quantum physics. Result of highly sensitivity of a quantum system the any third
party trying to measure the systems disturbs the system resulting in detectable irregularity. This provides
the sender and receiver assured secured communication.

3. Diagnostics: Quantum Computing give a significant boost in A.I algorithms for prediction of a disease by
optimizing the Machine Learning algorithms. It gives a ability to get high resolution MRI. By storing a huge
amount of pre-recorded data and images we can improve the diagnostics through A.I based systems which
needed a professional person, it allows to diagnose the disease without the patient having to go through
long procedures.

4. Drugs Development: Drugs are invented using a method called Trial and error. Currently pharmaceutical
companies use a method for comparison of the molecules for finding a perfect match to improve the positive
effects and reduce the side effects. Quantum computer can provide a method for molecular comparison
which will be significantly efficient, fast and powerful than any of the existing one.
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5. Financial Services: In financial services Quantum computing can provide a highly secured system for
financial transfers. Detection of fraudulent activities can be done by processing and auditing the patterns of
transaction and requests of transactions. The processing cost can be reduced by using highly efficient
systems for fast processing of transaction. In this way the financial services can take a giant leap through
Quantum Technologies.

6. Quantum Sensing: Quantum Sensors have ability to us quantum states for the purpose of measurements
.As the quantum states as highly sensitive. By manipulating the quantum states we can make these sensing
systems highly immune to strongest sources of noise. Quantum sensing will definitely improve the precision
of scientific devices, not only this but it has applications in self driving vehicles and underground mapping.

7. Optimisation: The use of quantum computer will solve many problems which are found to be not efficiently
solved. For example “Travelling Salesman problem” and many more. This would result in optimization and
high efficiency in every filed known to humanity.

II. CONCLUSION

The basics of quantum computing its application in cyber security and some emerging technologies with it have
been reviewed. It is important that the reality of a practical Quantum Computer is still a future. But when it will
come to reality the quantum computer will be able to do computations and solve problems which were
unapproachable to any known supercomputer. Quantum computing has a significant role in emerging
technologies and specifically cyber security .This field opens new opportunities in the fields of computation like
diagnostics, drugs developments, financial services, networking, space communications, Artificial intelligence
etc. It can take the technologies to new heights and will help us making our lives more easy and secure.
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