TRJ ETS

e-ISSN: 2582-5208

International Research Journal of Modernization in Engineering Technology and Science
( Peer-Reviewed, Open Access, Fully Refereed International Journal )
Volume:06/lIssue:07/July-2024 Impact Factor- 7.868 WwWWw.irjmets.com

EDGE COMPUTING VS CLOUD COMPUTING

Vamshi Krishna S*!

“1Department Of MCA, Brindavan College Of Engineering, Bangalore, Karnataka, India.

ABSTRACT

In the rapidly evolving landscape of information technology, Edge Computing and Cloud Computing have
emerged as pivotal paradigms that redefine data processing, storage, and management. This abstract aims to
provide a comparative overview of these two computing models, highlighting their fundamental principles,
advantages, and challenges.

Edge Computing refers to the practice of processing data closer to its source, at the "edge" of the network,
rather than relying on a centralized data-processing warehouse. This approach minimizes latency, reduces
bandwidth usage, and enhances real-time data processing capabilities. It is particularly advantageous for
applications requiring immediate data analysis and response, such as autonomous vehicles, industrial
automation, and IoT devices. However, Edge Computing faces challenges in terms of scalability, data security,
and managing distributed infrastructures.

On the other hand, Cloud Computing involves delivering computing services—including servers, storage,
databases, networking, software, and analytics—over the internet ("the cloud"). It offers significant benefits in
terms of scalability, flexibility, and cost-efficiency by allowing businesses to scale resources according to
demand and only pay for what they use. Cloud Computing is well-suited for data-intensive applications, large-
scale analytics, and enterprise-level operations. Despite its advantages, Cloud Computing can suffer from
latency issues, especially for real-time applications, and poses risks related to data privacy and compliance.

I.  INTRODUCTION

The evolution of technology has ushered in transformative computing paradigms, notably edge computing and
cloud computing, each presenting unique advantages and addressing specific technological needs. Cloud
computing, a well-established model, centralizes computational resources in vast data centers, offering
scalable, flexible, and cost-effective solutions for a myriad of applications, from web hosting to big data
analytics. By leveraging shared infrastructure, cloud computing allows organizations to access powerful
processing capabilities and extensive storage without the need for substantial upfront investment in hardware.
However, as digital applications become increasingly sophisticated and data generation surges, limitations
related to latency, bandwidth, and data sovereignty have emerged, necessitating innovative solutions.

Edge computing has risen to prominence by addressing these limitations through a decentralized approach,
positioning computing resources closer to the data source or end-user. This model significantly reduces latency,
enhances real-time processing capabilities, and alleviates bandwidth constraints by minimizing the need to
transmit vast amounts of data to centralized servers. Edge computing is particularly suited for applications
requiring immediate data processing, such as autonomous vehicles, smart cities, and industrial IoT systems. By
facilitating local data processing, edge computing not only improves responsiveness but also enhances data
security and privacy by keeping sensitive information closer to its origin.

II. HOW EDGE COMPUTING DIFFERS FROM CLOUD COMPUTING

Edge computing and cloud computing are two distinct paradigms in the realm of data processing and storage,
each offering unique advantages and addressing different needs within various industries. Understanding their
differences is key to leveraging their benefits effectively.

Location of Data Processing: The primary distinction between edge computing and cloud computing lies in
where data processing takes place. Cloud computing involves centralizing data storage and processing in large,
remote data centers managed by service providers like Amazon Web Services (AWS), Microsoft Azure, and
Google Cloud Platform. In contrast, edge computing processes data closer to the source of data generation, such
as sensors, [oT devices, and local servers. This proximity reduces latency and enables faster decision-making.
Latency and Response Time: Due to its centralized nature, cloud computing typically involves some delay in
data transmission to and from the data center, which can result in higher latency. This delay is often negligible
for many applications, but it can be critical in scenarios requiring real-time responses. Edge computing
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mitigates this issue by processing data locally, significantly reducing latency and allowing for immediate action.
This is particularly important in applications like autonomous vehicles, industrial automation, and healthcare
monitoring, where timely responses are crucial.

Bandwidth and Network Dependence: Cloud computing relies heavily on internet connectivity to transmit
data to and from remote servers. This can consume substantial bandwidth, especially with large volumes of
data, potentially leading to higher costs and network congestion. Edge computing, on the other hand, processes
data at or near the data source, reducing the need for continuous data transmission to the cloud. This not only
conserves bandwidth but also ensures that critical operations can continue even with limited or intermittent
network connectivity.

Scalability and Resource Availability: Cloud computing offers virtually unlimited scalability due to the vast
resources available in centralized data centers. Businesses can easily scale their computing power, storage, and
applications up or down based on demand, making it an ideal solution for handling large-scale data analytics,
big data applications, and extensive computational workloads. Edge computing, while more limited in resource
capacity compared to cloud data centers, excels in providing localized processing power and storage, making it
suitable for distributed and remote environments where real-time data processing is essential.

Security and Privacy: Both edge and cloud computing have unique security and privacy considerations. Cloud
computing providers invest heavily in robust security measures, offering advanced protection against cyber
threats. However, transmitting sensitive data over the internet to cloud data centers can expose it to potential
risks. Edge computing reduces this risk by keeping data closer to its source, allowing for localized security
measures and reducing the amount of sensitive data transmitted over the network. This localized approach can
enhance privacy and comply with regulatory requirements regarding data sovereignty and protection.

Cloud Computing vs Edge Computing
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Fig 1. Cloud Computing Vs Edge Computing
III. LITERATURE REVIEW

Qiang Duan, et.al [1], The article delves deeper into the convergence of networking and cloud/edge computing,
highlighting the foundational role of virtualization and service-oriented principles. Network Function
Virtualization (NFV) and Everything-as-a-Service (XaaS) paradigms are pivotal, as they allow network functions
to be realized as software instances on commodity hardware and services to be abstracted, accessed, and
composed through standardized interfaces.

Network cloudification transforms networks from dedicated data communication infrastructures into versatile
platforms that support both networking and computing services. This transformation enables a seamless
integration where data centers and edge servers used for cloud computing can also host virtual network
functions (VNFs). Consequently, networking and cloud/edge computing, traditionally separate domains, are
converging, necessitating a unified approach to system design, resource management, and service delivery.

An architectural framework for converged network-cloud/edge systems is presented, featuring multiple
administrative and technical domains. The infrastructure layer comprises diverse resources managed by
different providers, while the virtualization layer abstracts these resources, exposing them via laaS
(Infrastructure-as-a-Service). The virtual function layer hosts VNFs and virtual compute functions (VCFs),
which are orchestrated on the service layer to create composite services for multi-tenant environments.
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Abhay Verma, et.al [2], The review outlines the evolution and current state of SER, focusing on the techniques
used for feature extraction and classification. Feature extraction methods are crucial for SER, with Mel
Frequency Cepstral Coefficient (MFCC) being the most commonly used due to its effectiveness in noisy
environments. Other methods discussed include Linear Predictive Coding (LPC) and Linear Prediction Cepstral
Coefficient (LPCC), each with its own advantages and limitations. The paper also explains the process of
calculating MFCC, which involves several steps such as pre-processing, framing, windowing, and applying the
Fourier Transform. The review compares various machine learning algorithms used for emotion classification,
such as Support Vector Machines (SVM), Convolutional Neural Networks (CNN), and Deep Neural Networks
(DNN). It highlights the strengths and weaknesses of these models based on different datasets and scenarios.
For example, while SVMs are widely used for their accuracy, DNNs are noted for their ability to handle complex
patterns in data, albeit at the cost of increased computational requirements.

A significant portion of the paper is dedicated to discussing the challenges in SER, including the difficulty of
handling homophones, sarcasm, and noisy audio. It emphasizes the importance of choosing the right
classification algorithm and the impact of the dataset size and quality on the system's accuracy. The review also
notes that most initial research focused on classifying emotions into broad categories like positive, negative,
and neutral, but recent advancements aim to identify specific emotions more accurately.

Mr. Gopala Krishna Sriram [3], Provides a comprehensive examination of the comparative advantages and
limitations of edge computing and cloud computing, particularly in the context of managing big data for large
enterprises. The proliferation of [oT devices, predicted to reach 43 billion by 2023, has exponentially increased
the volume of data, presenting significant management challenges. Cloud computing, with its centralized
architecture, offers vast scalability, flexibility, and the ability to handle extensive data processing tasks, making
it suitable for large-scale operations. However, it also poses challenges such as higher costs, latency issues, and
security vulnerabilities. On the other hand, edge computing processes data locally, near the data source, which
significantly reduces latency and enables real-time analytics, crucial for applications requiring immediate
responses, like autonomous vehicles and industrial [oT. Despite these benefits, edge computing is constrained
by limited processing power and storage capacity compared to cloud computing.

IV. REAL TIME APPLICATION
Real-Time Applications of Edge Computing:
Autonomous Vehicles: Edge computing enables real-time decision-making for autonomous vehicles by
processing sensor data locally. This reduces latency, ensuring quick responses to changing road conditions.
Industrial IoT (IIoT): Edge computing supports real-time monitoring and control of industrial machinery. It
allows for immediate data processing at the source, enhancing operational efficiency and reducing downtime.
Smart Grids: Edge computing facilitates real-time analysis of energy consumption data within smart grids. It
optimizes energy distribution, monitors grid stability, and manages demand-response systems efficiently.
Augmented Reality (AR) and Virtual Reality (VR): Edge computing reduces latency in AR/VR applications by
processing graphics and sensor data locally. This enhances user experience with seamless interaction and
immersive content delivery.
Healthcare Monitoring: Edge computing supports real-time health monitoring devices, such as wearable
sensors and medical implants. It enables immediate data analysis and alerts for timely medical interventions.
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Real-Time Applications of Cloud Computing:

Big Data Analytics: Cloud computing provides real-time data analytics capabilities, processing vast datasets to
derive actionable insights for businesses across various industries.

Video Streaming and Content Delivery Networks (CDNs): Cloud-based CDNs deliver high-quality video
content in real time to global audiences, optimizing bandwidth usage and reducing latency.

Financial Trading Platforms: Cloud computing supports real-time trading applications, processing market
data and executing trades swiftly with minimal latency.

Online Gaming: Cloud gaming platforms leverage cloud computing to deliver real-time gameplay experiences,
supporting multiplayer interactions and high-performance graphics rendering.
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V. CONCLUSION

In this comparative study, we have explored the fundamental differences, strengths, and applications of edge
computing and cloud computing, two pivotal paradigms in modern IT architecture. Edge computing,
characterized by its decentralized approach to data processing and storage, emphasizes low latency, real-time
responsiveness, and localized data management. This makes it particularly suitable for applications such as IoT,
autonomous vehicles, and industrial automation, where immediate decision-making and reduced dependency
on centralized infrastructure are critical. By leveraging edge computing, organizations can enhance operational
efficiency, improve user experiences, and unlock new possibilities for innovation in dynamic and resource-
constrained environments.

Cloud computing, on the other hand, offers centralized data storage and processing capabilities in remote data
centers, providing scalability, extensive computational resources, and global accessibility. This centralized
model supports enterprise applications, big data analytics, and SaaS solutions that require robust
infrastructure, high availability, and scalability to meet varying workload demands. Cloud computing facilitates
workload consolidation, efficient resource allocation, and economies of scale, enabling organizations to deploy
and manage applications cost-effectively while leveraging advanced technologies such as AI/ML, big data
analytics, and software development platforms
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