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ABSTRACT

A comprehensive collection of real-time network data is necessary to evaluate any defense mechanism based
on out-of-date software versions, unprotected ports, etc. The network forensics field uses packet analysis to
trace back network traffic, which assuming an accurate packet detail. In addition to detecting online fraud, data
breaches, and unauthorized activities, it can also help prevent them. Attempting intrusions, infecting websites
with malware, and reconstructing image files, documents, and email attachments. The performance of a
network is often of concern to network administrators. Network performance is affected by a variety of factors.
This research aims to investigate a variety of factors related to home-based networks' integrity using
Wireshark. During a network connection, different devices are captured. In addition to its basic statistical tools,
Wireshark has advanced performance tools for analyzing captured traffic data in the network.
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I.  INTRODUCTION

In recent years, the internet has become increasingly popular everywhere. Everyone has access to the internet
today. Over-communication networks and online services typically transfer data as packets. There are two
types of bits in these groups: data and control [1]. Packet-switched networks utilize protocol data units to
capture and log network traffic flow. Intruders or hackers use packet sniffing to steal passwords or extract
other valuable information from networks. There are two types of sniffer packets: active and passive [2]. Active
sniffers send data into networks and can be detected by other systems, while passive sniffers collect data only.
Wireshark is an example of a passive network sniffer. As well as packet sniffers, packet captures (pcap) are
used to capture packets from all layers [3]. Packet analyzers analyze application layer protocols. Data is
collected, converted, analyzed, and stolen by a packet sniffer.

If network packets are captured, stored, and processed efficiently, they can be used as evidence in forensic
investigations. In this paper, packet analysis refers to all types of content, including frames, packets, datagrams,
and sessions. Packet sniffers are useful for monitoring and troubleshooting legitimate network traffic [4]. It is
possible to analyze network data and separate traffic based on the types of traffic with software designed
specifically for this purpose. Passwords, usernames, and sensitive data can also be captured by sniffers besides
incoming and outgoing traffic.

e Acquiring and Retaining Network Data Packets
e Analyses of traffic
o Utilize Wireshark for packet analysis

II. BACKGROUND

Protocols serve as frameworks for recognizing and initiating links, alongside defining the guidelines for
transmitting data among networked devices. It is possible to separate traffic types using a specially designed
software package that analyzes network data [5]. Analyzing network data and separating types of traffic can be
done using software designed for this purpose. Using purpose-built software, network data can be analyzed and
traffic can be separated according to type. Packet capture software intercepts and records network traffic over
digital networks or parts of networks. By displaying various fields, raw data from captured packets can be
analyzed and interpreted. To uncover the contents of the captured packets, we need to decode the raw data and
display various fields. Packets pass through many intermediate devices as they travel from source to
destination. Physical addresses are used to identify NICs in networks. Data packets are received by each device
in the network during packet transmission. Every node with a promiscuous network interface receives network
information. When promiscuous mode is enabled, a machine can view all traffic on the segment. It is possible to
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sniff data if a network interface card sets a machine in promiscuous mode, which enables it to collect all packets
and frames on the network, even if they weren't intended for it. Sniffers read all data put into a machine via the
NIC [6].

A traffic analysis is the process of intercepting and examining packets to obtain information about
communication parties [7]. Communication can still be performed even if it is encrypted and cannot be
decrypted. The use of traffic analysis in computer security is a concern, as well as in military intelligence and
counterintelligence [8]. There is a way for us to obtain helpful information, passwords, file names, etc., from the
communion parties and time of conversations. Communication patterns between entities in a system are
examined using traffic analysis as part of inference attacks.

It was invented by a scientist named Gerald Combs in 1997 to be used in trucking, to detect network problems,
to monitor data traffic, and to identify network issues. The name of Ethereal was changed to Wireshark in May
2006. PCAP files are used for packet capture [9]. A hexadecimal and byte representation is provided for the
different packet types and protocols. TCP streams can also be created from packet data by users.

Bindu Dodiya. et al. [10] Various attack signatures can be traced and categorized using Wireshark, a free open-
source packet analysis tool. In addition to identifying malicious behavior online, Wireshark could also detect
data breaches and identify malware indicators of compromise thanks to its capability of microscopic data
capture. The advantage of Wireshark lies in its comprehensive analysis, to improve cybersecurity, it is
necessary to understand the packets in the network and take proactive measures to improve their security.
Despite of Wireshark's ability to uncover a wide range of security threats, it did not come with intrusion
detection capabilities. The lack of real-time warnings or active prevention of unauthorized activity with
Wireshark underscores the importance of proactive threat detection and response by using complementary
security measures.

Muhammad Alfawareh [2] recommended optimizing traffic analysis performance, detecting network forensics
and spam, performing penetration testing on networks, forming policies, and delivering data in integrated
systems while also discussing countermeasures. Wireshark is used for network traffic analysis, its role in
network forensics, and the risks associated with obtaining useful information for attacks or stealing data, as
well as solutions for these issues.

Sujith Bebortta. et al. [11] developed a method to manage network traffic for various IoT devices. For a stable
network and enhanced security, packet-level and flow-level analysis were used to identify and manage IoT
devices for an efficient inter-arrival rate determination. Managing the expanding IoT landscape, this approach
provided a precise understanding of network flows and insights into strengths, weaknesses, and future scopes.
Further research is needed to explore proactive measures for identifying and isolating vulnerabilities, despite
the lack of specific details.

Giovanni Barbieri et al. [12] conducted a comparison of Shodan-only assessments versus large-scale traffic
analysis at an Internet Exchange Point (IXP). Shodan's limitations were overcome by this approach using sFlow
sampling to identify ICS endpoints conducting legitimate industrial traffic. A more comprehensive view of the
use of insecure industrial protocols was gained by identifying scanning behaviors as well as distinguishing
between industrial and IT network traffic. Although the method offered benefits, a limitation of the study was
its dependence on a 31-day sampled traffic capture, which could have overlooked transient industrial traffic
patterns. In addition, while the proposed analytic framework is capable of determining legitimate industrial
traffic, it may not address real-time or evolving cyber threats adequately, potentially reducing its ability to
detect threats in real-time.

Wireshark was used as a network protocol analyzer to examine network security incidents by Ali Siddiqui et al.
[13]. By analyzing Wireshark data, ethical hackers could uncover network intrusions and cybersecurity
vulnerabilities at the user level, revealing evidence of network intrusions. A network sniffing tool such as
Wireshark is capable of capturing and analyzing network transmissions in real-time. In this manner, HTTP,
TCP, and UDP protocols were thoroughly examined, allowing a better understanding of network activities and
vulnerability identification for websites. In this manner, HTTP, TCP, and UDP protocols were thoroughly
examined, allowing a better understanding of network activities and vulnerability identification for websites.
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According to Siswanto et al. [14] they examined the number of users who accessed the internet and used
bandwidth in a vocational school. Based on its valuable features for network analysis, the Wireshark tool was
found to be highly beneficial.

An analysis of high-speed fiber internet connections, specifically TM UniFi, in Malaysia was conducted by
Ashaari, Kassim et al. [15] they examined the impact of multiple device connections or services provided by
users. Throughput, Round-Trip Time (RTT), latency, and Quality of Service (QoS) were assessed using the
Wireshark network packet analyzer.

III. DATA DESCRIPTION

A shared access point connected five devices, including two laptops and three mobile phones, to the system.
The access point was designated with a static I[P address of 172.16.21.43. Wireshark was installed on one of the
laptops, referred to as the "sniffer laptop,” which had the IP address 172.16.22.61, and network traffic was
captured accordingly. Figure 1 illustrates how the laptop is connected to the router via Ethernet. Wireshark
was running on the sniffer laptop's network interface card (NIC), which captured live packets within the
network as it was configured in promiscuous mode. There were 28,678 packets captured and analyzed. Among
the most notable strengths of Wireshark are its many statistical tools. A comprehensive analysis of network
performance was conducted using both fundamental and advanced statistical tools.

Table 1. Specifications

Subject Network Security

Specific subject

Analyzing various attacks and defenses with a simulation dataset
area

Table, Image, Chart, Graph, Figure

Type of data )
Analyzed, Filtered

A shared access point connected five devices, including two laptops and three mobile
phones, to the system. The access point was designated with a static IP address of
Data collection 172.16.21.43. Wireshark was installed on one of the laptops, referred to as the
"sniffer laptop,” which had the IP address 172.16.22.61, and network traffic was
captured accordingly.

Institution: Vellore Institute of Technology
Data source

location City/Town/Region: Chennai, Kelambakkam

Country: India

Packet analysis data CSV file
Data Format

Real-time Capture pcap

Repository name: Packet analysis data using Wireshark
Data identification number: 10.17632/5k6759w5jw.1
Data accessibility Direct URL to data: https://data.mendeley.com/datasets/5k6759w5jw/1

Instructions for accessing these data: Download the dataset from the above link.
Which is located in mendeley data.

A brief description of the dataset presented in this paper is provided in Table 1. It outlines the dataset's subject
matter, type, method of acquisition, format, description of data collection, source location, and accessibility, as
well as the methodology used to collect the data.

An overview of the design process

Figure 1 illustrates how five devices are interconnected to a shared access point.
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Figure 1: Network Topology.

Examination of TCP Internal Structure

The TCP/IP header encompasses distinct fields, which include:

Source Port (16 bits) - This is the port where the traffic originates.

A destination port (16 bits) indicates the intended destination.

The initial sequence number is represented by the SYN flag when it is set to 1. This sequence number is
further incremented for the first data byte and the acknowledged number in the corresponding ACK.
Clearing the SYN flag (0) indicates the cumulative sequence number of the segment's initial data byte.

(32 bits) Acknowledgment number - If the ACK flag is set, this field contains the next sequence number
expected by the acknowledger.

Data Offset (4 bits) - Measures the size of the TCP header in 32-bit words. In this case, 20 bytes is the
minimum size and 60 bytes is the maximum size, calculated by multiplying 5 bytes by 15 words.

The reserved (3 bits) field should remain unset in order to preserve its potential for future applications.

The Urgent Pointer field is marked as URG.

ACK: Indicates the importance of the Acknowledgement field. This flag should be set on all client packets
after the initial SYN packet.

The following Figure 2 shows the TCP/IP Header
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Figure 2: TCP/IP Header.
IV. METHODOLOGY

Experimental Analysis

Initially, we will explore some fundamental statistical tools, followed by an examination of advanced statistical
methods. Statistical tools such as I/0 graphs, Stevens' window, and TCP trace window are covered. Figure 3
presents an interface overview of the Wireshark Network Analyzer, while Figure 4 illustrates the total number
of captured packets.

M The Wireshark Network Analyzer - X
File Edit View Go Capture Analyze Statistice Telephony Wireless Tools Help

Amie RE ] 7 i5IE aaal

‘l‘fpp\- a display filter ... < Ctrl-/> md 7|+ HTIPS

Welcome to Wireshark
Open

D:\Sherin\SCI PAPER\SCI Ist papertDataset\captures_loT-Sentinel\D-LinkCam\Setup-A-1-5TA.pcap (143 KB)
Di\Lab\Cap_1_10VM_1Apache\L1_Cap_10PC_15.pcapng (346 MB)
C\Users\ADMIN\Documentz\she.peapng (342 KB)
CA\Users\ADMIN\Downloads\2013-11-15-Gondad-EK-trafficpcap (403 KB)
C\Users\ADMIN\Decuments\fi.pcapng (14 MB)
C\Users\ADMIN\Documents\CNI.png (33 KB)

Capture
..using this filter: ‘ |Ente\ a capture filter .. 'l All interfaces shown ™
Wi T A - A A

Adapter for loopback traffic capture I | I Il h | I | | A 1 | I L ah h
Local Area Connection® 10

Local Area Connectien* 9
Local Area Connection™ 8

Blugtooth Network Connection
1 nral Area Fannar tinn* 7 v

Figure 3: Overview of Wireshark Network Analyzer.

Packet sniffers possess the capability to intercept various forms of data. They can capture passwords, login
credentials, as well as details about websites visited by a computer user, including the content viewed while
browsing these sites. Businesses can employ packet sniffers to monitor employee network activities and
inspect incoming traffic for potential malicious code. In certain instances, a packet sniffer can capture all traffic
traversing a network. Subsequently, upon collecting the filtered traffic, one can proceed to identify and address
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potential performance issues. For a more focused analysis, you can further filter the captured data based on
source and destination ports, enabling targeted testing of specific network elements. The entirety of captured
packet information can subsequently be utilized to troubleshoot network performance issues effectively.

I CEpTOTTg IO WIEFT =2

File Edit View Go Copture Analyze Statistics Telephony Wireless Tools Help
uae RE se==2F L5/ =Eaaaqd

(W] urrent filter: tep.port==80 B -]+ HTes

No, Delta Time Source Destination Protocol Length Info

w ©.022941 2024-02-15 15:29:02.670062 172.16.21.193 169.254.169.254 TCP 66 58464 » 80 [SYN] Seq=0 Win=64240 Len=0 MS5=146@ WS=256 SACK_PERM
. 8.602048 2024-02-15 15:29:02.672110 169.254.169.. 172.16.21.193 TCP 66 80 + 58464 [SYN, ACK] Seq=@ Ack=1 Win=14600 Len=@ MSS=1460 SACK_PERM WS=128
0.000088 2024-02-15 15:29:02.672198 172.16.21.193 169.254.169.254 TCP 54 58464 + 80 [ACK] Seq=1 Ack=1 Win=131328 Len=@

©.600103 2024-02-15 15:29:02.672301 172.16.21.193 169.254.169.254 HTTP 153 GET / HTTP/1.1

w ©.001443 2024-02-15 15:29:02.673744 169.254.169.. 172.16.21.193 TCP 60 B0 + 58464 [ACK] Seq=l Ack=10@ Win=14720 Len=g

. ©.060814 2024-02-15 15:29:03.527609 172.16.21.193 169.254.169.254 HTTP 153 GET / HTTP/1.1

' ,001919 2024-82-15 15;29:03,529528 169,254,169, 172.16,21,193 TCP 60 80 » 58464 [ACK] Seg=1 Ack=199 Win=14720 Len=@

. 8.802011 2024-02-15 15:29:04.493808 172.16.21.193 169.254.169.254 HTTP 153 GET / HTTP/1.1

.. ©.002048 2024-02-15 15:29:04.495856 169.254,169.. 172.16.21.193 TCP 60 B@ + 58464 [ACK] Seq=1 Ack=298 Win=14720 Len=0

.. 8.107768 2024-82-15 15:29:85.662250 172.16.21.193 169.254.169.254 HTTP 153 GET / HTTP/1.1

.. 8.801954 2024-02-15 15:29:85.664204 169.254,169.. 172.16.21.193 TCP 60 80 + 58464 [ACK] Seq=1 Ack=397 Win=14728 Len=8

.. 8.B85464 2024-82-15 15:29:06.421508 172.16.21.193 169.254.169.254 TCP 54 58464 > 88 [FIN, ACK] Seq=397 Ack=1 Win=131328 Len=0

.. ©.014917 2024-02-15 15:29:06.453952 169.254.169.. 172.16.21.193 TCP 60 8@ » 58464 [ACK] Seq=1 Ack=398 Win=14720 Len=0

“ Frame 281: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Dewvice\N A Ethernet "
Section number: 1
Interface id: @ (\Device\NPF_{7@96CF36-1D2E-4070-AEIB-6593889E036E))
Encapsulation type: Ethernet (1)
Arrival Time: Feb 15, 2024 15:24:55.881929600 India Standard Time
UTC Arrival Time: Feb 15, 2024 @9:54:55.881929600 UTC
Epoch Arrival Time: 1707999895.081920000
[Time shift for this packet: 0.000000000 seconds]
[Time delta from previous captured frame: .838742000 seconds)
[Time delta from previous displayed frame: 0.00860600@ seconds] Type
[Time since reference or first frame: 3.208244000 seconds]
Frame Number: 201 Internet Protocol Version 4
Frame Length: €6 bytes (528 bits) G N TR U T T OO TN O N N O T T O B OO £
Capture Length: 66 bytes (528 bits) -
[Frame is marked: False] Version | Hesserle Differentiated Senvices Fiekd Total Length
[Frame is ignored: False]
[Protocels in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: HTTP] v
< >

A A AL LT A A A A A A AN

Destination

Source

Identification Flags | Fragment Offset

Protocol Header Checksum

Packets: 12233 - Displayed: 42 (0.3%)

Time to Live

v

Profile: Default

O 7 Wi-Fi: <live capture in progress>
E==m

Figure 4: Total number of captured Packets.

The Packet Length refers to the overall size of the entire packet, encompassing the header, trailer, and the

transmitted data contained within the packet. The packet length corresponds to the size of the captured frame.

The size of the packet states the size of its header. In Wireshark, packet lengths serve as a valuable metric for

identifying instances of small packet lengths, particularly relevant in diagnosing issues such as window size

reduction, wherein the transmitted data may become smaller than the header.

The screenshot above of the Packet Lengths window exhibits various ranges of packet lengths, along with

corresponding packet counts, minimum and maximum lengths, and percentages within each range. According

to the provided screenshot, a significant portion of the packets falls within the range of 40 to 79 bytes, with
approximately 10,752 packets falling within this length range. Typically, this range of packet lengths signifies
the transmission of data, regardless of the specific content being transferred back and forth. Typically, this
range of packet lengths signifies the transmission of data, regardless of the specific content being transferred
back and forth. Figure 5 depicts the flow chart of the Analysis of captured packets. The packet analysis dataset

is generated and accessible for download at https://data.mendeley.com/datasets/5k6759w5jw/1, with a

corresponding DOI: 10.17632/5k6759w5jw.1.

o Packet Lengths: This section presents various ranges of packet lengths detected within the captured data.

e Count: This field indicates the quantity of packets falling within each respective length range.

e Average: This field exhibits the arithmetic mean of the packet lengths within the specified range.

e Min Val: This field shows the minimum length observed within the specified range.

e Max Val: This field indicates the maximum length observed within the specified range.

e Rate (ms): This field presents the average number of packets per millisecond for the packets within this
range.

e Percent: This field indicates the percentage of packets within this range, based on count.

e Burst Rate: Burst occurrences of packets are identified by calculating the total number of packets within a
specified time interval and comparing it to intervals within a window of time. By default, packet bursts are
identified after 5 millisecond intervals, with comparisons made across 100-millisecond windows.

e Burst Start: This field indicates the start time (in seconds) from the beginning of the packet capture for the
interval exhibiting the maximum number of packets.
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e Display filter: In the “Filter” field, users can input the desired filter primitive and click on “Apply” to
implement the filter and display the filtered packets accordingly.

e Copy: This function duplicates the current statistics, allowing them to be copied to the clipboard for further

use or analysis.

e Save As: This feature enables the user to save the data in various formats such as plain text, CSV, YAML, or

XML files.

Capture the live

_
- traffic using
Wireshark

Analyzing the captured ip's using scapy
and find the location of the ip's

Show the suspicious ip location
and the ip address

Figure 5: Flow chart of the Analysis of captured Packets.

The below Figure 6 shows the Packet Lengths

Wireshark .« Packet Lengths . Wi-Fi
g

Topic / Iterr;x Count Average MinVal Max Val Rate (ms) Percent

v Packet Lengths 18866 19634 42 1514 741649 100%
0-19 0 - - - 0.0000 0.00%
20-39 0 - - - 0.0000 0.00%
40-79 10752 59.96 42 79 422676  56.99%
80-159 3604 9820 80 159 141678 19.10%
160-319 2238 21632 160 EbE 8.7979 11.86%
320-639 019 43022 320 630 36127 4.87%
B40-1279 391 86213 646 1273 1,537 207%
1280-2559 962 149956 1280 1514 3788 510%
2560-5119 0 - - - 0.0000 0.00%
5120 and greater 0 - - - 0.0000 0.00%

Burst Rate  Burst Start

0.0300

0.0400
0.0200
0.0200
0.2300
0.0800
0.4500

401.404

401.404
401.302
401.557
246,944
340,023
246.279

Figure 6: Packet Lengths.

V. MODELING AND ANALYSIS

Wireshark's packet filter focuses on filtering by protocol:

For example, Figure 7 indicates the packet filter ip. proto = 6 indicates that this filter will capture only TCP
(Transmission Control Protocol) packets. Based on our requirements, the protocol number can be adjusted or

different filters can be used.
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| W] Gp.ader eq 172.16.21.153 and ip.addr aq 169.254.169.254) and (tcp.port eq 58297 and tep.port eq 80 <] -]+ WS
No.  Deks  Time Seurce Destination Protacol Length Info
| - 201 0.030742 2024-82-15 15:24:55.061929 172.16.21.193 169.254.169.254 TCP 66 50267 = 80 [SYN) Seq-8 Win-6420 Len=0 MSS=1460 WS=256 SACK_PERN
202 0.002244 2024-02-15 15:24155.084173 169.254.169. 172.16.21.193 1CP 66 60 + 58297 [SYN, ACK] Seq=0 Acke] Win-14600 Len=d MSS<1460 SACK_PERM WS128
203 6.600244 2024-82-15 15:24:55.084417 172.16.21.103 169.254.169.254 TCP 54 58207 + 80 [ACK) Seqe1 Ack=1 Win=131328 Len=0
284 8.868267 2024-82-15 15:24:55. 684684 172.16.21.181 169.254.169.254 HITP 153 GET / HTTR/L.1
205 9801523 2024-02-15 15:24:55.986207 169,256,169 172.16.21.193  TCP 66 50 ~ 56297 [ACK] Seq-1 ACK=100 WiN-14720 Len-8
241 0.108661 20240215 15:24:55.953548 172.16.21.193 169.254.169. 254 HTTP 153 GET / WTTR/L.1
242 5.802254 2024-82-15 15:24:55.955682 169,254,169 172.16.21.193  TCP 58 5 » 55297 [ACK] Seq-1 Ack-199 Win=14728 Len=8
291 ©.835539 2024-82-15 15:26:56.919732 172.16.21.183 169.254.163.254 HTTP 153 GET / HITP/1.1
292 0.002063 2024-02-15 15:28:56.921795 169.25%.169. 172.16.21.193  TCP & [ACK] Seq-1 Ack=298 Win-14720 Len-a

326 6.843634 2024-82-15 15:24:55,077677 172.16.21,193 169,254.169.254 HTTP
327 £.801916 2024-82-15 15:24:58,079593 169,254,165, 172.16.21.193 TGP
352 0.068136 2024-02-15 15:24:58,64157

] Seqe1 Ack-387 Win14720 Len-
., ACK] 5eq=387 Ack=1 WiN-131326 Len=
20 Lenso

~ Frame 201: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on intarface \Devicew Etnemet ~

Section numbers I WAL LA I WAL
Interface 1d: @ (\Device\NPF_{T96CF36 - 1DIE-4070-AE98 - 65938398365 )

Encapsulstion type: Ethernet (1) Destination

Arriusl Time: Feb 15, 2034 15:28:55.081929080 Indin Standard Time

UTC Arrival Time: Feh 15, 2024 85:54:55.83192006 UTC

Epoch Arrival Time: 1707998895.081925000

[Time shift for this packet: B.803360S0 seconds) Source
[Tine delta from previous captured frame: §.838742088 ssconds]

[Time delta from previous displayed frame: ©.000000000 seconds] Type

[Tine since reference or first frame: 3.208244860 seconds]

Frane Husber: 261 Internet Protocal Version 4

Frame Length: 66 bytes (520 bits) TR I IT BB BB  LT B B AA T A O B A A L
Capture Lengeh: 66 bytes (528 bits)

[Frame is ignoreds False

[Protocels n frane: sthiethertype:pitc] dentiication Fags ‘ Feagment Offset

[Coloring Rule Wame: HITR] v
- » Time ta Live Pratacol Header Chacksum

O ¥ wireshar Wi FTR peapng Packets: 20672 Displayect 14 (00%) Profie Default

Figure 7: Packet Filter.
I/0 Graph:
Displays how many packets are sent or how many bytes are sent per second for all packets matching the filter.
The default display will display one graph displaying the number of packets per second.

M \Wireshark - 1/0 Graphs - Wi-Fi - m} X

Wireshark /O Graphs: Wi-Fi

Packets/1 sec

Time (s)
Click 1o select packer 308 (165 = 35}
Enabled Graph Mame Display Filter Color Style W Axis ¥ Field SMA Period Y Axis Factor
All Packets . Line Packets MNeone 1
TCP Errors tcp.analysis.flags Bar Packets None 1
Filtered packets  tcp.stream eq 0 . Line Packets MNone 1
Filtered packets  udp.stream eq 0 . Line Packets MNone 1
Filtered packets  udp . Line Packets Mone 1
Filtered packets  nbns Line Packets Mone 1
Filtered packets  tcp . Line Packets Mone 1

Figure 8a: 1/0 Graph with 1sec.

A screenshot of the above 1/0 Graph window shows a highly configurable graph of the captured network
packets (Figure 8a). Traffic in a capture file is displayed as packets (bytes/bits) per second in the following
Figure 8b, 8c and 8d graphs. In this chart, the time in seconds is shown on the x-axis and the number of packets
is shown on the y-axis by default. A change in the scale can be made for the x-axis and the y-axis. We can change
the time interval and the scale from linear to logarithmic.
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Wireshark /0 Graphs: Wi-Fi
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Figure 8b: [/0 Graphs with 50ms and TCP Error.
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Figure 8c: /0 Graphs with 20ms.
Wireshark /0 Graphs: Wi-Fi
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Figure 8d: [/0 Graphs with 1ms with date and time.
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Round trip time (RTT) Graph

Network admins use the graph below (Figure 9) to identify congestion or latency that may affect the
performance of their network.
A Round Trip Time for 18.213.145.220:443 — 172,16.21,193:58479 b

Round Trip Time for 18.213.145.220:443 ~ 172.16.21.193:58479

Wi-Fi
50F 14 . 3
wof ]
£ ,
= 0F
3 0F
@
10F
0 -l. “ = ' 2 1 5 L s ' e
0 10 20 30 40 50 60
Time (5)
Hover over the graph for detoils. — 45 pkts, 5120 byves = 35 pkes, 19 k8
Type Round Trip Time v Stream \3 - | 'Switch Direction
Mouse ® drags O zooms ] RTT By Sequence Number Reset

Save As... Help

Figure 9: Round trip time.
The above graph shows some instances of latency.
Throughput Graph
Throughput graphs (Figure 10) are used to illustrate traffic flow, similar to 1/0 graphs.
‘ & Throughput for 18.213.145.220:443 — 172.16.21.193:58479 (MA) *

| Throughput for 18.213.145.220:443 = 172.16.21.193:58479 (MA)

Wi-Fi
‘
400 -
- 6000
& 300
8 -] 4000
€ 200
- 2000
100
Ope= - == - - - - - -~ -
1] 10 20 30 40 30 860
Time (s)
Hover ower the groph for detalls. — 45 pktz, 5120 bytes — 35 pies. 19 k8
Type Throughput - MA Window (s) |1.000000 :. Stream |3 > | | Switch Direction
Mouse @ drags O zo0ms Segment Length B Throughput O Goodput Rezet

e velp

Figure 10: Throughput Graph.
Time-sequence graph (tcptrace)
A time-series graph of a TCP stream is shown in Figure 12. This graph illustrates unidirectional traffic. A time-

sequence graph tells us what segments are traveling, when segments have been acknowledged, and what buffer
area the client has available.
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i Sequence Numbers (Stevens) for 18.213.145.220:443 — 172.1621.153:58478 x

Sequence Mumbers (Stevens) for 13.213.145.2200443 = 172.16.21.153:58479
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Figure 11: Time/Sequence (Stevens) Graph.
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Figure 12: Time/Sequence (tcptrace) graph.
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Figure 13: Window scaling Graph.
VI. RESULTS AND DISCUSSION

In the Internet Protocol Family, the Internet Protocol provides network layer transport functionality. Packets
are transferred between IP addresses using the IP protocol. Protocol types are shown in Figure 14. A packet

and an IP address are provided by the user, and the IP address is used to send the packet to the remote host.
Protocols such as TCP and UDP are typically used over IP.

M Wireshark - IP Protocol Types - Wi-Fi

- O *

Topic / ltem Count Average MinVal Max Val Rate(ms) Percent BurstRate Burst Start
* IP Protocol Types 19893 0.0433 100% 3.1200 111.386

UDP 4332 0.0054 21.78% 0.1600 136.546

TCP 15032 00327 75.56% 3.0500 111.386

MNONE 529 0.0012 266%  0.0500 356.045

Display filter: I Appl
Copy Save as... Close

Figure 14: Protocol Types.

A Domain Name System identifies machines that are reachable over a network or via the Internet. An IP
address is associated with a domain name, and a name request is resolved to the IP address of a reachable
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machine. There are two types of resolution factors in the Domain Name System Resolution graph: packet count
and burst rate. Figure 15 illustrates web-based packet capture statistics presented in the proposed dataset.

Ml Wireshark . A3 Addresses - Wi-Fi - o Es
Topic / tem Count Aversge MinVal MaxVal Rate{ms) Percent BurstRaste BurstStart =
Al Addresses 23166 00424 100% 21200 111326

8488 1" 00000 00E% Q0200 95515
8844 a1 00004 LM% 02100 12002
XM 86 00002 03TH 03400 454627
SABAZR W02 0002 044% 00800 416367
52235250433 37 00001 0ME% 01200 96107
sas 00000 0.00% 0000 887
52123160135 40 00001 0ITH 00200 BN
52123060032 52 00001 0% 00200 35TM
52113094032 47 00001 020% 02200 238796
5210012429 47 00001 020% 03700 A0RE96
s108824 3 0oool  013%  02%00 2161
SLIB4I6LTIE 30 00001 003% 00900 306248
MI0551036 4 00001 048% 00800 Bam
AT 26 00000 001%  Qu0s00 R
M2337268 55 00001 04% 00800 135004
NS N 0002 451% 04800 137230
30N 1 00000 000% OMI00 25090
255.295.255.255 461 0000E  185% 00800 231520
239295255250 2484 00045 1055% 00600 285500
BN 4 00000 002% 00300 8633
R02MIN NH 00021 S00% L7000 38899
22400252 580 00011 Z50%  0.0600 B
2400251 N2z 00022 527% 00800 541507
240022 207 00004 085N Q0200 541082
1656.200163 48 00O 021% 01400 130.086
623032116 12 00000 005% QU400 163416
7. 00000 0M2% Q000 TREE

00001 0JE% 02400 12957

00001 017T% 01500 41745
00000 0a0%  Qu0s00 410040

nenm 2 0000  009% 00800 353427

nemH W 0000 OM% QIS0 373 ¥

Display fiter: | e
Copy | | Swem. Close

Figure 15: Web-based packet capture statistics.
Flow Graph
The connection between the hosts is shown in Figure 16. It shows the packet timing, direction, ports, and
comments for each connection captured. A variety of filters are available, including ICMP (Internet Control
Message Protocol) flows, ICMPv6 flows, UIM flows, and TCP flows. Accordingly, there are different controls in
the flow graph window. Flow graphs are useful for finding out port numbers and IP addresses, and can help to
identify unusual port numbers or IP addresses in traffic.
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2240015 153429211236 un e lun i P—
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040215 15:3429.905378 o I B AQC i 9% P
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e S
[ Limét 1o diaplay filter flowtype TCPFows  ~ Addresses: Any
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Figure 16: Flow Graph.

An example of a capture filter can be seen in Figure 17.
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M Wireshark - Capture Filters >
Filter Name - Filter Expression
Ethernet address 00:00:5e:00:53:00 ether host 00:00:5e:00:53:00
Ethernet type 0x0806 (ARP) ether proto (0806
Mo Broadcast and no Multicast not broadcast and not multicast
Me ARP not arp
IPvd only ip
IPv4 address 192.0.2.1 hest 192.0.2.1
IPvE only ipt
IPv6 address 2001:db8::1 host 2001:db8:1
TCP only tcp
UDP only udp
MNon-DNS not port 53
TCP er UDP port 80 (HTTP) port 80
HTTP TCP port (80) tcp port http
Mo ARP and no DMS not arp and port not 53
Men-HTTP and nen-SMTP to/from www.wireshark.org not port 80 and not pert 25 and host www.wireshark.org

[+] [= [m s M Roaming\Wiresh

Figure 17: Capture Filters.
The Filtering of Data is shown in Figure 18.

Ml Wireshark - Packet 1. Wi-Fi - [m] b4

~ Frame 1: 217 bytes on wire (1736 bits), 217 bytes captured (1736 bits) on interface \Device\NPF_{7@96CF36-102 D-AEIE }side -|
Section nusber: 1

Interface id: @ (\Device\NPF_{7096CF36-1D2E-4070-AE9B-6593889E036E))
Encapsulation type: Ethermet (1)

Arrival Time: Feb 15, 2024 16:49:57.157932000 India Standard Time
UTC Arrival Time: Feb 15, 2024 11:19:57.157932000 UTC

Epech Arrival Time: 1797995907.157932000

[Time shift for this packet: 0.000000000 seconds]

[Time delta from previous captured frame: @.800000080 seconds]
[Time delta from previous displayed frame: ©.000000800 seconds]
[Time since reference or first frame: -51.884864800 seconds]

Frame Number: 1

v

74 70 fd fa 21
2 cb ce 5F @@
ff fa ef 82 @7
43 43 2@ 28 29
4F 53 54 3a 20
2e 32 35 38 3a
22 73 73 B4 7O
@a 4d 58 3a 20
B4 69 61 6c 2d

eseo 450 tp ! DM A  E
17 33 ef Ff cee_rans FreasFes
53 45 41 52 wesecles < [M-SEAR
31 ed @a 48 CH * HTT P/1.1 H
2e 32 35 35 0S5T: 239 .255.255
41 4& 3a 28 .258:19@ @ -MaN:
65 72 22 &d “ssdp:di scowver”-
75 72 Ge 3a ‘MKz 1-- 5T: wrn:
72 65 65 Ee dial-mul tiscreen
2d 6f 72 67 3a 3a 64 69 61 =org:ser vice:dia
6C 3a 31 od @a 45 4e 54 3a 1:1- -USE R-AGENT:
20 47 6f 6f 67 6c 65 20 43 68 72 6f 6d 65 2f 31 Google Chrome/1
32 31 2e 30 2e 36 31 38 37 2e 31 36 31 28 57 €9 21.8.616 7.161 Wi
Ge 64 6Ff 77 73 @d @a @d @a ndows < -« -

Na: 1- Delza Q000000 - Time: 2024-02-15 164357 157932 - Protocol: SSDP - Source: 172 162351 - Destination: 239 255 255 250 - Lengeh: 217 - Infor M-SEARCH = HTTR/11
B4 Show packet bytes

Figure 18: Filtering of Data.

The destination and port address are shown in Figure 19.

Ml Wireshark - Destinations and Ports - Wi-Fi - o
Topic / tem Count Aversge MinVal Max Val Raste(ms) Percent BurstRate BurstStart
~ Destinstions and Ports 12890 25934 100% 0380 276561

v 28838 En Q0079 026% 01000 5036
v uoP 1 0.0002 254% 00100 56.169
53 1 0.0002 100.00% 0.0100 56.169
v P 33 00077 97.06% 05000 50369
43 3 00077 100.00% 0.1000 50369
v 2344 Q2 00191 0.64%  0.0800 20312
v xP 8 009 100.00% 0.0800 20312
BN >3 o) 100.00% 0.0800 20312
v 7412524188 7 00016 0.05%  0.0100 10.101
v P 7 0.0016 100.00% 0.0100 10.101
a3 7 0.0016 100.00% 0.0100 10101
v 6423317084 34 0.0079 026%  0.1800 89.547
v X u Q0079 100.00% 01800 89547
43 2] 0.0079 100.00% 0.1200 29.547
v 541653393 3 0.0007 0%  0.0100 37090
v TP 3 0.0007 100.00% 0.0100 37090
43 3 0.0007 100.00% 0.0100 37090
v 52841258 3 0.0007 0.0% .
v P 3 0.0007 100.00% -
43 3 0.0007 100.00% -
v 2841248 3 0.0007 0.02%
v P 3 0.0007 100.00% -
3 3 0.0007 100.00% -
v 52204314 1 0.0002 001%
v ©P 1 Qo002 100.00% -
a3 1 0.0002 100.00% -

092%  0.1300 239481

v 52204199243 " o7
v xP m"e o 100.00% 0.1300 239481
43 ns 1228 100.00% 0.1300 239481
v 52.123.160.135 LH o.o0s 0.09% 0.0100 5532
v P 2 o002 100.00% 0.0100 5532
&3 n o002 100,00% 0.0100 5532
Figure 19: Destination and Ports.
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VII. CONCLUSION

This paper shows case studies of packet analysis that highlight the importance of packet analyzers, particularly
Wireshark, in network forensics. The current methods used by most users are not capable of detecting all
computer attacks, particularly the most recent ones, without network packet analysis. Home and enterprise
users have always favored antivirus software. Many antivirus programs use a signature-based detection
method, but this method is inefficient for various reasons.

Packet analyzers were expensive and patented in the past. Open-source packet analyzers like Wireshark
provide detailed packet data, and it is one of the best available. It is important to note that Wireshark is not an
intrusion detection system, despite its powerful toolset. Network security professionals can use Wireshark to
determine if strange things are happening on a network using its convenient and effective features. This paper
demonstrate how Wireshark can detect security threats and attacks against networked computers.
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