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ABSTRACT 

A comprehensive collection of real-time network data is necessary to evaluate any defense mechanism based 

on out-of-date software versions, unprotected ports, etc. The network forensics field uses packet analysis to 

trace back network traffic, which assuming an accurate packet detail. In addition to detecting online fraud, data 

breaches, and unauthorized activities, it can also help prevent them. Attempting intrusions, infecting websites 

with malware, and reconstructing image files, documents, and email attachments. The performance of a 

network is often of concern to network administrators. Network performance is affected by a variety of factors. 

This research aims to investigate a variety of factors related to home-based networks' integrity using 

Wireshark. During a network connection, different devices are captured. In addition to its basic statistical tools, 

Wireshark has advanced performance tools for analyzing captured traffic data in the network.  

Keywords: Wire Shark, Packet Analysis, Packet Sniffing, TCP, Network Traffic, Network Monitoring.   

I. INTRODUCTION 

In recent years, the internet has become increasingly popular everywhere. Everyone has access to the internet 

today. Over-communication networks and online services typically transfer data as packets. There are two 

types of bits in these groups: data and control [1]. Packet-switched networks utilize protocol data units to 

capture and log network traffic flow. Intruders or hackers use packet sniffing to steal passwords or extract 

other valuable information from networks. There are two types of sniffer packets: active and passive [2]. Active 

sniffers send data into networks and can be detected by other systems, while passive sniffers collect data only. 

Wireshark is an example of a passive network sniffer. As well as packet sniffers, packet captures (pcap) are 

used to capture packets from all layers [3]. Packet analyzers analyze application layer protocols. Data is 

collected, converted, analyzed, and stolen by a packet sniffer.  

If network packets are captured, stored, and processed efficiently, they can be used as evidence in forensic 

investigations. In this paper, packet analysis refers to all types of content, including frames, packets, datagrams, 

and sessions. Packet sniffers are useful for monitoring and troubleshooting legitimate network traffic [4]. It is 

possible to analyze network data and separate traffic based on the types of traffic with software designed 

specifically for this purpose. Passwords, usernames, and sensitive data can also be captured by sniffers besides 

incoming and outgoing traffic.  

 Acquiring and Retaining Network Data Packets 

 Analyses of traffic 

 Utilize Wireshark for packet analysis 

II. BACKGROUND 

Protocols serve as frameworks for recognizing and initiating links, alongside defining the guidelines for 

transmitting data among networked devices. It is possible to separate traffic types using a specially designed 

software package that analyzes network data [5]. Analyzing network data and separating types of traffic can be 

done using software designed for this purpose. Using purpose-built software, network data can be analyzed and 

traffic can be separated according to type. Packet capture software intercepts and records network traffic over 

digital networks or parts of networks. By displaying various fields, raw data from captured packets can be 

analyzed and interpreted. To uncover the contents of the captured packets, we need to decode the raw data and 

display various fields. Packets pass through many intermediate devices as they travel from source to 

destination. Physical addresses are used to identify NICs in networks. Data packets are received by each device 

in the network during packet transmission. Every node with a promiscuous network interface receives network 

information. When promiscuous mode is enabled, a machine can view all traffic on the segment. It is possible to 
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sniff data if a network interface card sets a machine in promiscuous mode, which enables it to collect all packets 

and frames on the network, even if they weren't intended for it. Sniffers read all data put into a machine via the 

NIC [6]. 

A traffic analysis is the process of intercepting and examining packets to obtain information about 

communication parties [7]. Communication can still be performed even if it is encrypted and cannot be 

decrypted. The use of traffic analysis in computer security is a concern, as well as in military intelligence and 

counterintelligence [8]. There is a way for us to obtain helpful information, passwords, file names, etc., from the 

communion parties and time of conversations. Communication patterns between entities in a system are 

examined using traffic analysis as part of inference attacks. 

It was invented by a scientist named Gerald Combs in 1997 to be used in trucking, to detect network problems, 

to monitor data traffic, and to identify network issues. The name of Ethereal was changed to Wireshark in May 

2006. PCAP files are used for packet capture [9]. A hexadecimal and byte representation is provided for the 

different packet types and protocols. TCP streams can also be created from packet data by users. 

Bindu Dodiya. et al. [10] Various attack signatures can be traced and categorized using Wireshark, a free open-

source packet analysis tool. In addition to identifying malicious behavior online, Wireshark could also detect 

data breaches and identify malware indicators of compromise thanks to its capability of microscopic data 

capture. The advantage of Wireshark lies in its comprehensive analysis, to improve cybersecurity, it is 

necessary to understand the packets in the network and take proactive measures to improve their security. 

Despite of Wireshark's ability to uncover a wide range of security threats, it did not come with intrusion 

detection capabilities. The lack of real-time warnings or active prevention of unauthorized activity with 

Wireshark underscores the importance of proactive threat detection and response by using complementary 

security measures. 

Muhammad Alfawareh [2] recommended optimizing traffic analysis performance, detecting network forensics 

and spam, performing penetration testing on networks, forming policies, and delivering data in integrated 

systems while also discussing countermeasures. Wireshark is used for network traffic analysis, its role in 

network forensics, and the risks associated with obtaining useful information for attacks or stealing data, as 

well as solutions for these issues. 

Sujith Bebortta. et al. [11] developed a method to manage network traffic for various IoT devices. For a stable 

network and enhanced security, packet-level and flow-level analysis were used to identify and manage IoT 

devices for an efficient inter-arrival rate determination. Managing the expanding IoT landscape, this approach 

provided a precise understanding of network flows and insights into strengths, weaknesses, and future scopes. 

Further research is needed to explore proactive measures for identifying and isolating vulnerabilities, despite 

the lack of specific details. 

Giovanni Barbieri et al. [12] conducted a comparison of Shodan-only assessments versus large-scale traffic 

analysis at an Internet Exchange Point (IXP). Shodan's limitations were overcome by this approach using sFlow 

sampling to identify ICS endpoints conducting legitimate industrial traffic. A more comprehensive view of the 

use of insecure industrial protocols was gained by identifying scanning behaviors as well as distinguishing 

between industrial and IT network traffic. Although the method offered benefits, a limitation of the study was 

its dependence on a 31-day sampled traffic capture, which could have overlooked transient industrial traffic 

patterns. In addition, while the proposed analytic framework is capable of determining legitimate industrial 

traffic, it may not address real-time or evolving cyber threats adequately, potentially reducing its ability to 

detect threats in real-time. 

Wireshark was used as a network protocol analyzer to examine network security incidents by Ali Siddiqui et al. 

[13]. By analyzing Wireshark data, ethical hackers could uncover network intrusions and cybersecurity 

vulnerabilities at the user level, revealing evidence of network intrusions. A network sniffing tool such as 

Wireshark is capable of capturing and analyzing network transmissions in real-time. In this manner, HTTP, 

TCP, and UDP protocols were thoroughly examined, allowing a better understanding of network activities and 

vulnerability identification for websites. In this manner, HTTP, TCP, and UDP protocols were thoroughly 

examined, allowing a better understanding of network activities and vulnerability identification for websites. 
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According to Siswanto et al. [14] they examined the number of users who accessed the internet and used 

bandwidth in a vocational school. Based on its valuable features for network analysis, the Wireshark tool was 

found to be highly beneficial. 

An analysis of high-speed fiber internet connections, specifically TM UniFi, in Malaysia was conducted by 

Ashaari, Kassim et al. [15] they examined the impact of multiple device connections or services provided by 

users. Throughput, Round-Trip Time (RTT), latency, and Quality of Service (QoS) were assessed using the 

Wireshark network packet analyzer. 

III. DATA DESCRIPTION 

A shared access point connected five devices, including two laptops and three mobile phones, to the system. 

The access point was designated with a static IP address of 172.16.21.43. Wireshark was installed on one of the 

laptops, referred to as the "sniffer laptop," which had the IP address 172.16.22.61, and network traffic was 

captured accordingly. Figure 1 illustrates how the laptop is connected to the router via Ethernet. Wireshark 

was running on the sniffer laptop's network interface card (NIC), which captured live packets within the 

network as it was configured in promiscuous mode. There were 28,678 packets captured and analyzed. Among 

the most notable strengths of Wireshark are its many statistical tools. A comprehensive analysis of network 

performance was conducted using both fundamental and advanced statistical tools. 

Table 1. Specifications 

Subject Network Security 

Specific subject 

area 
Analyzing various attacks and defenses with a simulation dataset 

Type of data 
Table, Image, Chart, Graph, Figure 

Analyzed, Filtered 

Data collection 

A shared access point connected five devices, including two laptops and three mobile 

phones, to the system. The access point was designated with a static IP address of 

172.16.21.43. Wireshark was installed on one of the laptops, referred to as the 

"sniffer laptop," which had the IP address 172.16.22.61, and network traffic was 

captured accordingly. 

Data source 

location 

Institution: Vellore Institute of Technology 

City/Town/Region: Chennai, Kelambakkam 

Country: India 

Data Format 
Packet analysis data CSV file 

Real-time Capture pcap 

Data accessibility 

Repository name: Packet analysis data using Wireshark 

Data identification number: 10.17632/5k6759w5jw.1 

Direct URL to data: https://data.mendeley.com/datasets/5k6759w5jw/1 

Instructions for accessing these data: Download the dataset from the above link. 

Which is located in mendeley data. 

A brief description of the dataset presented in this paper is provided in Table 1. It outlines the dataset's subject 

matter, type, method of acquisition, format, description of data collection, source location, and accessibility, as 

well as the methodology used to collect the data. 

An overview of the design process 

Figure 1 illustrates how five devices are interconnected to a shared access point. 

https://data.mendeley.com/datasets/5k6759w5jw/1
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Figure 1: Network Topology. 

Examination of TCP Internal Structure 

The TCP/IP header encompasses distinct fields, which include: 

 Source Port (16 bits) - This is the port where the traffic originates. 

 A destination port (16 bits) indicates the intended destination. 

 The initial sequence number is represented by the SYN flag when it is set to 1. This sequence number is 

further incremented for the first data byte and the acknowledged number in the corresponding ACK. 

Clearing the SYN flag (0) indicates the cumulative sequence number of the segment's initial data byte. 

 (32 bits) Acknowledgment number - If the ACK flag is set, this field contains the next sequence number 

expected by the acknowledger.  

 Data Offset (4 bits) - Measures the size of the TCP header in 32-bit words. In this case, 20 bytes is the 

minimum size and 60 bytes is the maximum size, calculated by multiplying 5 bytes by 15 words.  

 The reserved (3 bits) field should remain unset in order to preserve its potential for future applications.  

 The Urgent Pointer field is marked as URG.  

 ACK: Indicates the importance of the Acknowledgement field. This flag should be set on all client packets 

after the initial SYN packet. 

The following Figure 2 shows the TCP/IP Header 
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Figure 2: TCP/IP Header. 

IV. METHODOLOGY 

Experimental Analysis 

Initially, we will explore some fundamental statistical tools, followed by an examination of advanced statistical 

methods. Statistical tools such as I/O graphs, Stevens' window, and TCP trace window are covered. Figure 3 

presents an interface overview of the Wireshark Network Analyzer, while Figure 4 illustrates the total number 

of captured packets. 

 

Figure 3: Overview of Wireshark Network Analyzer. 

Packet sniffers possess the capability to intercept various forms of data. They can capture passwords, login 

credentials, as well as details about websites visited by a computer user, including the content viewed while 

browsing these sites. Businesses can employ packet sniffers to monitor employee network activities and 

inspect incoming traffic for potential malicious code. In certain instances, a packet sniffer can capture all traffic 

traversing a network. Subsequently, upon collecting the filtered traffic, one can proceed to identify and address 
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potential performance issues. For a more focused analysis, you can further filter the captured data based on 

source and destination ports, enabling targeted testing of specific network elements. The entirety of captured 

packet information can subsequently be utilized to troubleshoot network performance issues effectively. 

 

Figure 4: Total number of captured Packets. 

The Packet Length refers to the overall size of the entire packet, encompassing the header, trailer, and the 

transmitted data contained within the packet. The packet length corresponds to the size of the captured frame. 

The size of the packet states the size of its header. In Wireshark, packet lengths serve as a valuable metric for 

identifying instances of small packet lengths, particularly relevant in diagnosing issues such as window size 

reduction, wherein the transmitted data may become smaller than the header. 

The screenshot above of the Packet Lengths window exhibits various ranges of packet lengths, along with 

corresponding packet counts, minimum and maximum lengths, and percentages within each range. According 

to the provided screenshot, a significant portion of the packets falls within the range of 40 to 79 bytes, with 

approximately 10,752 packets falling within this length range. Typically, this range of packet lengths signifies 

the transmission of data, regardless of the specific content being transferred back and forth. Typically, this 

range of packet lengths signifies the transmission of data, regardless of the specific content being transferred 

back and forth. Figure 5 depicts the flow chart of the Analysis of captured packets. The packet analysis dataset 

is generated and accessible for download at https://data.mendeley.com/datasets/5k6759w5jw/1, with a 

corresponding DOI: 10.17632/5k6759w5jw.1. 

 Packet Lengths: This section presents various ranges of packet lengths detected within the captured data. 

 Count: This field indicates the quantity of packets falling within each respective length range. 

 Average: This field exhibits the arithmetic mean of the packet lengths within the specified range.  

 Min Val: This field shows the minimum length observed within the specified range. 

 Max Val: This field indicates the maximum length observed within the specified range. 

 Rate (ms): This field presents the average number of packets per millisecond for the packets within this 

range. 

 Percent: This field indicates the percentage of packets within this range, based on count. 

 Burst Rate: Burst occurrences of packets are identified by calculating the total number of packets within a 

specified time interval and comparing it to intervals within a window of time. By default, packet bursts are 

identified after 5 millisecond intervals, with comparisons made across 100-millisecond windows.  

 Burst Start: This field indicates the start time (in seconds) from the beginning of the packet capture for the 

interval exhibiting the maximum number of packets. 
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 Display filter:  In the “Filter” field, users can input the desired filter primitive and click on “Apply” to 

implement the filter and display the filtered packets accordingly. 

 Copy: This function duplicates the current statistics, allowing them to be copied to the clipboard for further 

use or analysis. 

 Save As: This feature enables the user to save the data in various formats such as plain text, CSV, YAML, or 

XML files. 

 

Figure 5: Flow chart of the Analysis of captured Packets. 

The below Figure 6 shows the Packet Lengths 

 

Figure 6: Packet Lengths. 

V. MODELING AND ANALYSIS 

Wireshark's packet filter focuses on filtering by protocol: 

For example, Figure 7 indicates the packet filter ip. proto = 6 indicates that this filter will capture only TCP 

(Transmission Control Protocol) packets. Based on our requirements, the protocol number can be adjusted or 

different filters can be used. 
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Figure 7: Packet Filter. 

I/O Graph: 

Displays how many packets are sent or how many bytes are sent per second for all packets matching the filter. 

The default display will display one graph displaying the number of packets per second. 

 

Figure 8a: I/O Graph with 1sec. 

A screenshot of the above I/O Graph window shows a highly configurable graph of the captured network 

packets (Figure 8a). Traffic in a capture file is displayed as packets (bytes/bits) per second in the following 

Figure 8b, 8c and 8d graphs. In this chart, the time in seconds is shown on the x-axis and the number of packets 

is shown on the y-axis by default. A change in the scale can be made for the x-axis and the y-axis. We can change 

the time interval and the scale from linear to logarithmic. 
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Figure 8b: I/O Graphs with 50ms and TCP Error. 

 

Figure 8c: I/O Graphs with 20ms. 

 

Figure 8d: I/O Graphs with 1ms with date and time. 
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Round trip time (RTT) Graph 

Network admins use the graph below (Figure 9) to identify congestion or latency that may affect the 

performance of their network. 

 

Figure 9: Round trip time. 

The above graph shows some instances of latency. 

Throughput Graph 

Throughput graphs (Figure 10) are used to illustrate traffic flow, similar to I/O graphs. 

 

Figure 10: Throughput Graph. 

Time-sequence graph (tcptrace) 

A time-series graph of a TCP stream is shown in Figure 12. This graph illustrates unidirectional traffic. A time-

sequence graph tells us what segments are traveling, when segments have been acknowledged, and what buffer 

area the client has available. 



                                                                                                                     e-ISSN: 2582-5208 

International Research Journal of  Modernization  in  Engineering  Technology and  Science 
( Peer-Reviewed, Open Access, Fully Refereed International Journal ) 

Volume:06/Issue:07/July-2024                      Impact Factor- 7.868                                 www.irjmets.com                                                                                                                                               

www.irjmets.com                              @International Research Journal of Modernization in Engineering, Technology and Science 

 [465] 

 

Figure 11: Time/Sequence (Stevens) Graph. 

 

Figure 12: Time/Sequence (tcptrace) graph. 
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Figure 13: Window scaling Graph. 

VI. RESULTS AND DISCUSSION 

In the Internet Protocol Family, the Internet Protocol provides network layer transport functionality. Packets 

are transferred between IP addresses using the IP protocol. Protocol types are shown in Figure 14. A packet 

and an IP address are provided by the user, and the IP address is used to send the packet to the remote host. 

Protocols such as TCP and UDP are typically used over IP. 

 

Figure 14: Protocol Types. 

A Domain Name System identifies machines that are reachable over a network or via the Internet. An IP 

address is associated with a domain name, and a name request is resolved to the IP address of a reachable 
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machine. There are two types of resolution factors in the Domain Name System Resolution graph: packet count 

and burst rate. Figure 15 illustrates web-based packet capture statistics presented in the proposed dataset. 

 

Figure 15: Web-based packet capture statistics. 

Flow Graph 

The connection between the hosts is shown in Figure 16. It shows the packet timing, direction, ports, and 

comments for each connection captured. A variety of filters are available, including ICMP (Internet Control 

Message Protocol) flows, ICMPv6 flows, UIM flows, and TCP flows. Accordingly, there are different controls in 

the flow graph window. Flow graphs are useful for finding out port numbers and IP addresses, and can help to 

identify unusual port numbers or IP addresses in traffic. 

 

Figure 16: Flow Graph. 

An example of a capture filter can be seen in Figure 17. 
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Figure 17: Capture Filters. 

The Filtering of Data is shown in Figure 18. 

 

Figure 18: Filtering of Data. 

The destination and port address are shown in Figure 19. 

 

Figure 19: Destination and Ports. 
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VII. CONCLUSION 

This paper shows case studies of packet analysis that highlight the importance of packet analyzers, particularly 

Wireshark, in network forensics. The current methods used by most users are not capable of detecting all 

computer attacks, particularly the most recent ones, without network packet analysis. Home and enterprise 

users have always favored antivirus software. Many antivirus programs use a signature-based detection 

method, but this method is inefficient for various reasons.  

Packet analyzers were expensive and patented in the past. Open-source packet analyzers like Wireshark 

provide detailed packet data, and it is one of the best available. It is important to note that Wireshark is not an 

intrusion detection system, despite its powerful toolset. Network security professionals can use Wireshark to 

determine if strange things are happening on a network using its convenient and effective features. This paper 

demonstrate how Wireshark can detect security threats and attacks against networked computers. 
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