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ABSTRACT

With the rapid growth of digital transactions, the Unified Payments Interface (UPI) has emerged as a
popular and convenient method for financial transactions in the modern era. However, the increasing reliance
on digital platforms has also led to a rise in fraudulent activities. This paper proposes a robust UPI fraud
detection system employing advanced machine learning techniques to enhance the security of digital
transactions. The proposed system leverages a diverse set of features, including transactional patterns, user
behaviour, and device information, to create a comprehensive model for fraud detection. Machine learning
algorithms, such as supervised learning classifiers and anomaly detection techniques, are employed to analyse
historical transaction data and identify patterns indicative of fraudulent activities. The model is trained on a
labelled dataset that includes both genuine and fraudulent transactions, ensuring its ability to distinguish
between normal and suspicious behaviour.
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I. INTRODUCTION

This technology holds the potential to minimize financial losses, protect user privacy, and enhance the overall
security of digital payment ecosystems. In this era of constant technological evolution, it is crucial for financial
institutions, finch companies, and payment service providers to implement advanced machine learning models
and algorithms to stay ahead of fraudsters. This approach not only helps in detecting known fraud patterns but
also adapts to emerging threats through continuous learning and optimization. This introduction will provide
an overview of the key components and challenges involved in UPI fraud detection using machine learning,
highlighting the importance of staying ahead in the ongoing battle against financial fraud in the digital age. With
the increasing popularity of digital payment systems like UPI (Unified Payments Interface), there is a growing
concern about fraud in these platforms. This project aims to develop a robust fraud detection system for UPI
transactions using machine learning techniques. The project focuses on the development of a machine learning
model that can analyze UPI transaction data in real-time to identify fraudulent activities. The primary objective
is to create a system that enhances the security of UPI transactions and reduces financial losses due to fraud.

II. LITERATURE SURVEY

In fraud detection, we often deal with highly imbalanced datasets. For the chosen dataset (Paysim), we show
that our proposed approaches are able to detect fraud transactions with very high accuracy and low false
positives — especially for TRANSFER transactions. Fraud detection often involves a tradeoff between correctly
detecting fraudulent samples and not misclassifying many non-fraud samples. This is Often a design
choice/business decision which every digital payment company needs to make. We've dealt with this problem
by proposing our class weight-based approach. We can further improve our techniques by using algorithms like
Decision trees to leverage categorical features associated with accounts/users in Paysim dataset. Paysim
dataset can also be interpreted as time series. We can leverage this property to build time series-based models
using algorithms like CNN. Our current approach deals with entire set of transactions as a whole to train our
models. We can create user specific models - which are based on user’s previous transactional behavior and
use them to further improve our decision-making process. All of these, we believe, can be Very effective in
improving our classification quality on this dataset [1].
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Now a days Digital transactions are rapidly increasing as it results in increasing online Payment frauds too. In
fact, according to the Reserve Bank of India, comparing March 2022 to March 2019, digital payments have risen
in volume and value by 216% and 10%, respectively. People are starting to go all-in with digital transactions,
but one can’t deny the security issues that loom, and know- how when it comes to online payments. Few years
ago, we could have barely seen the online payment, but today UPI payment QR code installed at doorstep.

This invited the hoaxers and attackers to develop fraudulent transactions and fool people for some amount of
money. Fortunately, the online transactions are monitored and hence could be analyses using the latest tools. In
this system, an attempt is made to develop a machine learning model to identify fraudulent transactions in a
transaction’s dataset. [2]

Fraud detection for credit/debit card, loan defaulters and similar types is achievable with the assistance of
Machine Learning (ML) algorithms as they are well capable of learning from previous fraud trends or historical
data and spot them in current or future transactions. Fraudulent cases are scant in the comparison of non-
fraudulent observations, almost in all the datasets. In such cases detecting fraudulent transaction are quite
difficult. The most effective way to pre-vent loan default is to identify non-performing loans as soon as possible.
Machine learning algorithms are coming into sight as adept at handling such data with enough computing
influence. In this paper, the rendering of different machine learning algorithms such as Decision Tree, Random
Forest, linear regression, and Gradient Boosting method are compared for detection and prediction of fraud
cases using loan fraudulent manifestations. Further model accuracy metric have been performed with
confusion matrix and calculation of accuracy, precision, recall and F-1 score along with Receiver Operating
Characteristic (ROC) curves [3]

Financial fraud, considered as deceptive tactics for gaining financial benefits, has recently become a widespread
menace in companies and organizations. Conventional techniques such as manual verifications and inspections
are imprecise, costly, and time consuming for identifying such fraudulent activities. With the advent of artificial
intelligence, machine-learning-based approaches can be used intelligently to detect fraudulent transactions by
analyzing a large number of financial data. Therefore, this paper attempts to present a systematic literature
review (SLR) that systematically reviews and synthesizes the existing literature on machine learning (ML)-
based fraud detection. Particularly, the review employed the Kitchenhand approach, which uses well- defined
protocols to extract and synthesize the relevant articles; it then report the obtained results. Based on the
specified search strategies from popular electronic database libraries, several studies have been gathered. After
inclusion/exclusion criteria, 93 articles were chosen, synthesized, and analyzed. The review summarizes
popular ML techniques used for fraud detection, the most popular fraud type, and evaluation metrics. The
reviewed articles showed that support vector machine (SVM) and artificial neural network (ANN) are popular
ML algorithms used for fraud detection, and credit card fraud is the most popular fraud type addressed using
ML techniques. The paper finally presents main issues, gaps, and limitations in financial fraud detection areas
and suggests possible areas for future research. [4]
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Fig: System Diagram for UPI fraud Detection using machine learning
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IV.  CONCLUSION

We In this paper we conclude machine learning techniques for UPI fraud detection proves to be a robust and
effective solution in enhancing the security and reliability of digital payment systems. The utilization of
advanced algorithms, such as anomaly detection and pattern recognition, empowers financial institutions and
service providers to stay one step ahead of fraudulent activities. Through continuous learning and adaptation,
machine learning models can evolve to recognize emerging patterns and tactics employed by fraudsters,
thereby minimizing false positives and improving the overall accuracy of fraud detection systems.

The ability to analyze vast amounts of transactional data in real-time enables swift identification of suspicious
activities, preventing unauthorized access and ensuring the integrity of UPI transactions.
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