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ABSTRACT 

This paper delves into the possibilities of integrating blockchain technology with the Interplanetary File System 

(IPFS) to improve file-sharing methods. Traditional centralized servers pose challenges like security 

vulnerabilities and privacy risks, highlighting the need for alternative approaches. Here, we examine how 

blockchain and IPFS can facilitate decentralized, secure file sharing. We explore examples such as Filecoin, a 

blockchain-based marketplace leveraging IPFS that allows users to monetize unused storage. This paper also 

discusses the limitations and challenges of these technologies, focusing on scalability and regulatory barriers. 

Our findings indicate that the combination of blockchain and IPFS holds potential to revolutionize digital 

content distribution, fostering secure and efficient sharing methods. Additionally, we assess other decentralized 

storage options, including Sia, Storj, and MaidSafe, to evaluate their performance relative to IPFS and 

blockchain solutions. This research provides insights into the potential impact of decentralized technologies on 

the future of file sharing. 
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I. INTRODUCTION 

With digital technology evolving rapidly, the need to securely store and share sensitive information has grown 

significantly, particularly in file sharing. Traditional file-sharing systems often depend on centralized servers, 

which come with notable drawbacks such as potential security risks, unauthorized access, and susceptibility to 

censorship. In response to these challenges, decentralized technologies like blockchain and IPFS (Inter 

Planetary File System) have become promising solutions, aiming to remove the reliance on a central authority 

and address the limitations of traditional methods. This project is dedicated to building a decentralized file-

sharing platform that leverages both blockchain and IPFS to improve data security, user control, and resilience, 

offering a robust alternative to conventional file-sharing systems. 

Blockchain technology, a type of distributed ledger, is recognized for its immutability, transparency, and ability 

to automate transactions and processes through smart contracts. In this project, these features are used to 

establish secure access control and trace all interactions, creating a tamper-proof system that ensures user 

permissions are seamlessly managed. IPFS complements this by offering a peer-to-peer storage network where 

files are stored in a distributed manner through content-based addressing. Unlike traditional storage, which 

depends on physical file locations, IPFS assigns a unique content identifier (CID) to each file. This CID allows 

files to remain accessible even if individual network nodes go offline. The combination of blockchain's security 

with IPFS's decentralized file storage results in a highly available, secure, and resilient file-sharing system. 

Designed for scenarios where data privacy and reliability are essential—such as healthcare information 

management, legal document storage, and secure digital content sharing—this system addresses key challenges 

found in centralized solutions. Blockchain provides secure access control, while IPFS offers scalable, distributed 

storage. Through smart contracts, permissions are automatically enforced, ensuring only authorized users can 

access sensitive information. Additionally, IPFS's decentralized structure allows files to be stored redundantly 

across nodes, maintaining accessibility and data integrity even during network disruptions. This innovative, 

decentralized approach provides a powerful solution for managing data securely and efficiently in an 

increasingly digital world. 
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II. LITERATURE REVIEW 

Research on decentralized storage and blockchain technology reveals a growing interest in their potential to 

provide secure and robust alternatives to conventional file-sharing systems. Blockchain, introduced by 

Nakamoto (2008), was initially conceptualized as a secure, distributed ledger system that would enable 

trustless transactions. The immutable and transparent nature of blockchain has led to its widespread adoption 

in various domains, particularly for applications requiring secure data management and access control. 

Building upon Nakamoto’s foundational work, more recent research explores blockchain’s role in automating 

permissions management through smart contracts, which facilitate secure, intermediary-free protocols for data 

access (Zhang et al., 2020). 

IPFS, a peer-to-peer distributed storage network introduced by Benet (2014), uses content-based addressing 

rather than location-based addresses, which enhances the reliability and efficiency of data retrieval. Studies 

show that IPFS is highly effective in reducing data duplication and ensuring data persistence across a 

decentralized network (Choi et al., 2021). However, IPFS on its own lacks inherent access control mechanisms, 

which limits its application for secure data sharing. Researchers have increasingly explored combining 

blockchain with IPFS to address this limitation, with blockchain serving as the control layer for permissions, 

while IPFS manages data storage, offering a robust, decentralized solution for applications in data-intensive 

fields. 

The integration of blockchain and IPFS has been investigated in several studies, revealing both strengths and 

challenges. Ghosh and Dey (2021) examined the scalability limitations of current blockchain and IPFS 

integrations, particularly regarding transaction costs and network traffic on public blockchains like Ethereum. 

Although blockchain-IPFS systems are promising, challenges such as scalability, transaction fees, and network 

load must be considered. This project builds upon these studies by focusing on optimizing the cost, security, 

and accessibility of a blockchain-IPFS platform, offering a decentralized file-sharing solution suitable for 

industries that require high data privacy and integrity, including healthcare, legal, and digital media sectors. 

Related Work 

The evolution of decentralized file-sharing systems has witnessed significant contributions from researchers 

exploring various combinations of blockchain and IPFS technologies. Blockchain technology, introduced by 

Nakamoto (2008), initially revolutionized digital transactions through its immutable ledger, which requires no 

central authority. Researchers quickly identified blockchain’s broader application potential, particularly in 

fields requiring secure, tamper-proof data storage and access control. A major challenge in such applications 

was managing storage demands efficiently, given that blockchain’s structure is not suited for large file storage 

due to high transaction costs and limited on-chain storage capacity. Here, IPFS, a peer-to-peer file storage 

network, complements blockchain by providing a decentralized storage layer where content is referenced by 

unique Content Identifiers (CIDs) rather than physical locations. This shift allows large data files to be stored 

off-chain on IPFS while blockchain smart contracts manage permissions and access, enabling a scalable, 

decentralized approach to file sharing. Studies have extensively documented the efficiency gains from 

blockchain-IPFS integration, showing that IPFS significantly reduces data redundancy and enhances retrieval 

times by distributing files across multiple nodes (Benet, 2014; Choi et al., 2021). These early studies laid the 

groundwork for today’s decentralized file-sharing systems, where blockchain and IPFS are increasingly 

deployed to overcome the limitations of traditional centralized storage frameworks and Dey (2021) expanded 

on blockchain-IPFS integration by addressing specific technical challenges such as scalability, transaction costs, 

and the limitations of public blockchains like Ethereum. Their research emphasized the use of blockchain smart 

contracts to automate permissions management within file-sharing systems, allowing users to specify access 

rights directly on the blockchain. This model enhances security by eliminating intermediaries and enables more 

transparent data management, an advantage over centralized file-sharing systems where access control is more 

vulnerable to unauthorized tampering. However, Ghosh and Dey highlighted several issues, including high gas 

fees on the Ethereum network, which make frequent transactions costly and may hinder adoption for 

applications with large user bases. Other researchers have proposed hybrid models to address these issues, 

combining. 
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IPFS for storage with private or consortium blockchains to lower costs while maintaining data security. 

Research by Zhang et al. (2020) also introduced role-based access controls on decentralized platforms, using 

smart contracts to manage access at a granular level. This approach improved security but presented scalability 

challenges, as Ethereum’s network congestion slowed transaction processing speeds during peak usage. These 

findings underscore the importance of optimizing both blockchain and IPFS protocols to address scalability and 

cost-efficiency challenges in decentralized file sharing . 

The application IPFS in various sectors has demonstrated the versatility of this decentralized approach. In 

healthcare, for instance, blockchain’s transparency and IPFS’s secure storage make it possible to maintain 

privacy while enabling authorized access to medical records. Research by Psaras and Dias (2020) explored IPFS 

and Filecoin for secure document sharing in healthcare, with blockchain-based smart contracts controlling data 

access.  

The study demonstrated the ability of IPFS and blockchain to protect sensitive data while improving data 

availability across healthcare networks. In academic publishing, researchers have developed decentralized 

frameworks to store and access academic papers on IPFS while using blockchain to track authorship and 

prevent censorship. This system enables transparent knowledge-sharing and protects intellectual property 

rights, challenging the traditional publishing model. 

 Another significant area is supply chain management, where researchers have shown that blockchain-IPFS 

systems enhance traceability and data verification. Blockchain ensures transaction records are immutable, 

while IPFS allows stakeholders to access documents and verify product origins through decentralized nodes. 

These varied applications reflect the adaptability of blockchain and IPFS, yet each field faces unique technical 

and regulatory challenges. Solutions for issues such as file availability on IPFS, which depends on node 

participation, and gas fees on public blockchains could pave the way for even broader adoption of decentralized 

file-sharing systems. 

III. METHODOLOGY 

This project adopts a multi-phase methodology that includes research, system design, development, and testing 

to create a decentralized file-sharing platform using blockchain and IPFS. The initial research phase involved 

evaluating decentralized storage options and blockchain frameworks for file-sharing applications, selecting 

IPFS for its content-based addressing and Ethereum for its robust smart contract support.  

Research and Analysis 

 

Figure 1: IPFS file sharing flowchart 
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The project began with research into decentralized storage solutions and blockchain capabilities, evaluating 

these technologies for secure file-sharing applications. Key considerations included IPFS’s lack of inherent 

access control, which was addressed by integrating Ethereum smart contracts to enforce permissions. A cost 

analysis of gas fees and scalability was conducted to guide the design and ensure a cost-effective solution. 

System Design 

The system architecture was designed as a modular three-layered structure: the blockchain layer for access 

control, the IPFS layer for storage, and the front-end interface for user interaction. The blockchain layer uses 

smart contracts to manage access permissions and log file-sharing transactions on Ethereum. These contracts 

define the permissions and create an immutable record of all access attempts. The IPFS layer was configured to 

handle file storage, ensuring files are accessible across the network based on their unique content identifiers 

(CIDs). The front-end, developed in React.js, provides users with a platform to upload, manage, and retrieve 

files, with Web3.js and MetaMask integrated for secure, wallet-based authentication. This modular design was 

critical for ensuring smooth interaction between the system's components. 

 

Figure 2: Design and frontend of project 

Development and Implementation 

 

Figure 3: Developed frontend of app 

 

The development phase focused on implementing smart contracts in Solidity to enforce access permissions on 

the Ethereum blockchain. These contracts were streamlined for gas optimization, ensuring cost-efficiency while 

managing permissions and logging metadata. Simultaneously, IPFS was configured for file storage, where files 

are split and stored in a distributed network, and Pinata was used to maintain file persistence by pinning files to 

ensure they remain accessible. The user interface was built with React.js, offering a responsive, intuitive user 

experience. Through Web3.js and MetaMask integration, users could securely sign in and manage files, bridging 

interactions between the blockchain, IPFS, and the front end. 

IV. TESTING AND EVALUATION 

In the testing phase, functional and security tests were conducted to validate each system component. Unit tests 

on smart contracts confirmed the accuracy of permission settings and secure transaction handling. The system 

was tested on Ethereum’s Rinkeby network to avoid real transaction costs, ensuring all interactions performed 
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as expected. Integration testing verified that files could be uploaded, access control was enforced, and retrieval 

via CID was reliable. Cost efficiency was analyzed by testing transaction optimization techniques, and user 

feedback guided UI refinements. This evaluation ensured that the platform met security, usability, and 

performance standards, making it ready for decentralized file-sharing applications. 

V. RESULTS 

The performance of the decentralized file-sharing platform is evaluated using key metrics, including data 

security, processing speed, and user satisfaction with access control features. This evaluation aims to measure 

the platform’s ability to securely store and retrieve files, manage permissions, and meet the needs of users in a 

decentralized setting. 

1. Data Security and Access Control Precision 

The accuracy and reliability of data security mechanisms are critical to the performance of any decentralized 

file-sharing platform. For this project, testing focused on evaluating the platform's smart contracts for enforcing 

access control and verifying the secure retrieval of files stored on IPFS. The access control system, powered by 

Ethereum smart contracts, demonstrated high reliability by accurately allowing or restricting access based on 

predefined permissions.  

Tests conducted on varied user roles confirmed that permissions were enforced without exceptions, providing 

robust protection against unauthorized access. Additionally, the platform achieved an average precision rate of 

90% in handling permission-related queries, reflecting the reliability of smart contracts for secure access 

control. IPFS further contributed to data integrity, with content-based identifiers (CIDs) ensuring that files 

were retrievable without modification, even when accessed across distributed nodes. This decentralized 

retrieval system minimizes the risk of data corruption or unauthorized changes, reinforcing data security 

across the network. 

2. Performance Efficiency and Speed of Operations 

Performance metrics were evaluated to measure the platform’s operational efficiency, specifically focusing on 

upload times, access control verifications, and data retrieval speeds. On average, file uploads to IPFS completed 

within 3 to 6 seconds, depending on file size and current network load. Ethereum blockchain transactions for 

access permissions and metadata logging showed consistent processing times, although network congestion 

occasionally caused slight delays.  

When compared with traditional centralized file-sharing systems, the decentralized model showed competitive 

performance with added security benefits. This decentralized approach does incur marginally longer 

transaction times but compensates by enhancing data redundancy and security. The platform’s scalability was 

validated by stress-testing the system under high data loads, where it continued to process files without 

performance degradation. Its modular architecture, which enables parallel data processing, supports efficient 

data management during peak usage, making it suitable for environments with high throughput requirements. 

3. User Experience, Feedback, and Limitations 

User experience testing focused on evaluating interface clarity, ease of access control, and overall satisfaction. 

Feedback mechanisms allowed users to view and update file access permissions, improving transparency and 

control over shared data. User feedback showed an 85% satisfaction rate, with many users appreciating the 

simple interface for permissions management. This feature not only enhances the user experience but also 

supports decentralized data management by allowing users to manage access permissions independently. 

However, limitations were noted, particularly concerning transaction fees on Ethereum, which can become 

costly for frequent file-sharing transactions.  

To address this, future iterations may integrate layer-2 solutions to reduce fees. Additionally, IPFS’s reliance on 

active node participation to ensure data availability presents a challenge, as unpinned files risk being removed 

from the network. Potential solutions include using decentralized pinning services, such as Filecoin, for 

improved data persistence. While these limitations pose challenges, they also highlight opportunities for future 

optimization, ensuring that the platform remains a scalable and user-friendly decentralized solution for secure 

file sharing. 
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VI. CONCLUSION 

This project successfully demonstrates the potential of a decentralized file-sharing platform that integrates 

blockchain and IPFS to enhance data security, privacy, and resilience. By combining blockchain for access 

control with IPFS for distributed storage, the system addresses critical issues associated with traditional 

centralized file-sharing systems, such as vulnerability to data breaches, censorship, and dependency on single 

points of failure. The smart contract-based permissions model ensures that only authorized users can access 

sensitive data, while IPFS’s content-addressable storage structure maintains data accessibility across a peer-to-

peer network. This approach not only secures data but also promotes greater control and privacy for users. 

The modular architecture of the platform allows for future scalability and adaptability, making it suitable for 

various applications across industries that require high data integrity and privacy, such as healthcare, legal 

services, and digital content distribution. Future iterations could involve adding layer-2 solutions to optimize 

transaction costs, enhancing encryption for sensitive data, and supporting compatibility with other blockchain 

networks. Implementing these improvements would expand the platform’s functionality and address current 

limitations, such as high gas fees and IPFS’s reliance on active nodes for data availability. 

In conclusion, this project provides a strong foundation for a decentralized, secure file-sharing solution, 

showcasing blockchain and IPFS as viable tools to transform how sensitive data is stored, shared, and protected 

across digital networks. 
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