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ABSTRACT 

Cloud storage as one of the most important services of cloud computing significantly facilitates cloud users to 

outsource their data to the cloud for storage and share them with authorized users. In cloud storage, secure 

deduplication has been widely investigated as it can eliminate redundancy over the encrypted data to reduce 

storage space and communication overhead. Regarding security and privacy, many existing secure 

deduplication schemes generally focus on achieving the following properties: data confidentiality, tag 

consistency, access control and resistance to brute-force attacks. However, as far as we know, none of them can 

achieve these four requirements at the same time. To overcome this shortcoming, in this paper, we propose an 

efficient secure deduplication scheme that supports user-defined access control. Specifically, by allowing only 

the cloud service provider to authorize data access on behalf of data owners, our scheme can maximally 

eliminate duplicates without violating the security and privacy of cloud users. Detailed security analysis shows 

that our authorized secure deduplication scheme achieves data confidentiality and tag consistency while 

resisting brute-force attacks. Furthermore, extensive simulations demonstrate that our scheme outperforms 

the existing competing schemes, in terms of computational, communication and storage overheads as well as 

the effectiveness of deduplication. 

I. INTRODUCTION 

With the great benefits of cloud computing, an increasing amount of data has been outsourced by data owners 

to the cloud and shared with authorized users. For example, the Cisco global cloud index shows that the data 

stored in cloud will nearly reach1.3 zettabytes by 2021. As a result, the management of the ever-increasing data 

becomes a critical challenge for cloud storage services. In fact, the study shows that about 75% of digital data 

are identical, and redundancy in backup and archival storage system is significantly more than 90%. In this 

situation, data deduplication technique has been widely developed in cloud storage because it can significantly 

reduce storage costs by storing only a single copy of redundant data. Indeed, data deduplication can reduce 

storage costs by more than 50% in standard file systems and by more than 90% for backup applications, and 

these savings are transformed into huge financial savings to cloud service providers and users. However, 

considering security and privacy concerns of outsourced data, users are likely to encrypt data with their keys 

before out- sourcing. As a result, data deduplication would be impeded as identical data will be encrypted into 

different ciphertexts. To make data deduplication feasible on encrypted data, convergent encryption and its 

implementations or variants have been developed in. However, convergent encryption suffers from brute-force 

attacks for predictable messages. To overcome this issue, some server-aided encryption schemes have been 

presented. they suffer from the duplicate faking attack that prevents legitimate users from obtaining correct 

data. Although some schemes try to resist this attack, the tag consistency is verified after downloading the 

ciphertext by users, which cannot exactly conclude whether the incorrect data is caused by duplicate faking 

attacks in data upload or is corrupted during data storage. The main reason for this attack is that the ciphertext 

and the corresponding tag are generated independently, which makes it impossible for the cloud service 

provider to check the tag consistency. Thus, a solution that computes the tag directly by hashing the ciphertext 

is presented, which obviously supports the tag consistency check by com- paring the hash of ciphertext to the 

received tag. Based on this idea, tag consistency and message authentication have been considered in, where 

the cloud service provider checks tag consistency and users conduct the message authentication after data 

download. 
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II. METHODOLOGY 

Existing System: 

Existing solutions for deduplication suffer from brute-force attack. They cannot flexibly support data access 

control and revocation at the same time. Most existing solutions cannot ensure reliability, security, and privacy 

with sound performance. Cloud storage service providers such as Dropbox, Google Drive, Mozy, and others 

perform deduplication to save space by only storing one copy of each file uploaded. However, if clients 

conventionally encrypt their data, storage savings by deduplication are totally lost. This is because the 

encrypted data are saved as different contents by applying different encryption keys. Existing industrial 

solutions fail in encrypted data deduplication. For example, deduplication system, but it cannot handle 

encrypted data. 

Proposed Methodology: 

In this paper, we propose a scheme based on data ownership challenge and Proxy Re-Encryption (PRE) to 

manage encrypted data storage with deduplication. We aim to solve the issue of deduplication in the situation 

while the data holder is uploading the data. Meanwhile, the performance of data deduplication in our scheme is 

not influenced by the size of data, thus applicable for cloud. Proxy-re encryption is performed to secure the data 

double time. The key generation for securing the data which is generated by the cloud server. 

Software and Technology Description 

Java Technology 

Java technology is both a programming language and a platform. 

The Java platform has two components:  

1) The Java Virtual Machine (Java VM)  

2) The Java Application Programming Interface (Java API)  

Java API: 

The Java API is a large collection of ready-made software components that provide many useful capabilities, 

such as graphical user interface (GUI) widgets. The Java API is grouped into libraries of related classes and 

interfaces; these libraries are known as packages. 

Every full implementation of the Java platform gives you the following features:  

The essentials, Applets, Networking, Internationalization, Security, Software components, Object serialization, 

Java Database Connectivity (JDBCTM). 

URL: 

The URL provides a reasonably intelligible form to uniquely identify or address information on the Internet. 

URLs are ubiquitous; every browser uses them to identify information on the Web. Within Java’s network class 

library, the URL class provides a simple, concise API to access information across the Internet using URLs. 

ODBC: 

Microsoft Open Database Connectivity (ODBC) is a standard programming interface for application developers 

and database systems providers. 

My-SQL: 

MySQL is a simple, yet powerful Open-Source Software relational database management system that uses SQL. 

MySQL is a true multi-user, multithreaded SQL database server. 

III. MODELING AND ANALYSIS 

In propose an effective approach to verify data ownership and check duplicate storage with secure challenge 

and cloud support and we integrate cloud data deduplication with data access control in a simple way, thus 

reconciling data deduplication and encryption. The proposed encryption has protected the security of users’ 

sensitive data effectively. 

Data Owner and User Authentication 

User Authentication & Data Owner authentication Verified in this module. If the User is a new user, they should 

submit their details are given to the data owner. Users   Information is valid Then their registration will accept 

and providing data access Permission when user enter their correct id. 
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Data Selection and encryption 

The data owner selects the Any files from Different source and to be encrypted. The data owner should have the 

encryption of their own key for authority. Then the file is encrypted forward to CSP 

Data Upload in CSP and Proxy Re-Encryption 

When the encrypted file Forward to CSP contains cloud Server. Then Its Forward The encrypted file Data to 

cloud Server In server will Re-Encrypt the specified file using symmetric Encryption algorithm. And store a 

encrypted data in server. 

User Data Request and Download 

In This Module when the user entered their access mode will select the file send request to the Data Owner. 

Data Owner will redirect The Request to the CSP. CSP has Forward the user request to Proxy-Server and send 

the user requested files encrypted data to user with a decrypted Key   data from Proxy-Server. 

Get Key & Decryption 

In this Module User download the encrypted data with encrypt key from Proxy Using this Key The decrypt the 

Data and get The encrypted file format and  again send the download file encrypted decrypt key  requested to 

the data Owner and get the  downloaded file  encryption key for  Decryption using This key user will get the 

plain text  data. 

System Design 

T h e  g o a l  o f  designing input data is to make data entry as easy, logical and free from errors. In the system 

design phase input data are collected and organized into groups of  similar data. The input forms in 

this project are login, customer details, purchase details, item details and sales details. 

Output Design 

Output design is a very important phase because the output will be in an interactive manner. The reports 

generated in this project are sales report, product report, purchase report. 

Database Design 

In the project, login table is designed to be unique in accepting the username and the length of the username 

and password should be greater than zero. The different users view the data in different formats according to 

the privileges given. 

Testing 

Unit Testing 

This is the first level of testing. The different modules are tested against the specifications produced during the 

integration. 

Integration Testing 

The goal of integration testing to check whether the modules can be integrated properly emphasizing on the 

interfaces between modules. 

Validation Testing 

The objective of the validation test is to tell   the user about the validity and reliability   of   the system.  It 

verifies whether the system operates as specified and the integrity of important data is maintained. User 

motivation is very important for the successful performance of the system.   

System Testing 

The objective of system testing is to check if the software meets its requirements. System testing   is done to 

uncover errors that were not found in earlier tests. 

IV. RESULTS AND DISCUSSION 

Home Page: 

The homepage serves as the entry point where users can click to access the registration page. 
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Registration: 

This page functions as the login portal where users can input their client details for the purpose of registration. 

 
DFS: 

The uploaded file will be received in the Distributed File System (DFS), where it will undergo duplication 

checks facilitated by the utilization of a hash key. 
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Proxy Server Page: 

If the file is determined to be a duplicate within the DFS, the system will automatically identify it. However, in 

the case of a new file, the data will be encrypted and subsequently assigned to the proxy server, where it will be 

stored. 

 

V. CONCLUSION 

Managing encrypted data with deduplication is important and significant in practice for achieving a successful 

cloud storage service, especially for big data storage. In this paper, we proposed a practical scheme to manage 

the encrypted data in cloud with deduplication based on ownership challenge and PRE. Our scheme can flexibly 

support data update and sharing with deduplication even when the data holders are offline. Encrypted data can 

be securely accessed because only authorized data holders can obtain the symmetric keys used for data 

decryption. Extensive performance analysis and test showed that our scheme is secure and efficient under the 

described security model and very suitable for big data deduplication. The results of our computer simulations 

further showed the practicability of our scheme.  
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