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ABSTRACT
Cloud storage systems are able to provide low-cost and convenient network storage service for users, which
makes them more and more popular. However, the storage pressure on cloud storage system caused by the
explosive growth of data is growing by the day, especially a vast amount of redundant data waste plenty of
storage space. Data de-duplication can effectively reduce the size of data by eliminating redundant data in
storage systems and with encryption one can share sensitive data over cloud. However, current researches on
data de-duplication, which mainly focus on the static scenes such as the backup and archive systems, are not
suitable for cloud storage system due to the dynamic nature of data. In this paper, we propose the architecture of
de-duplication system for cloud storage environment and give the process of avoiding duplication at the filelevel on the client side.
KEYWORDS: Cloud Storage, De-Duplication, Delay Dedupe, Replication.

I.

INTRODUCTION

Recent years have witnessed the popularity of cloud computing, mobile computing and the Internet of things
which brings about the explosive growth of data. To meet users’ demands for low-cost and convenient storage
services, cloud storage has already been a typical storage system. Cloud storage integrates different kinds of
storage devices together through application cluster, web technology, and distributed file system to provide
users with storage services, such as Amazon web services Google Drive, Drop box. The storage pressure on
cloud storage is growing by the day. IDC found that nearly 75% of data in the information systems is redundant
which causes vast storage resources consumption, while data de-duplication can identify and eliminate
duplicated data. Data de-duplication, an effective data reduction technique, stores only a single copy of each
data by comparing their fingerprints with the existing stored data to identify duplicated data. Recently, data deduplication is widely adopted in the backup and archive systems, which can achieve very high de-duplication
ratio.
Breach where Hackers tapped into more than 68 million user accounts. It representing nearly 5 gigabytes of
data. Those credentials reportedly made their way to a dark web market place the price for them was bitcoins. At
the time, this was equivalent to roughly $1,141. Dropbox responded by requesting a site-wide password reset
from the user base. They also went into some generic spiel about its ongoing commitment to data security. So
security plays a vital role in success of any application or service. Here we are combining de-duplication with
encryption to provide more security to data, which means whatever data gets stored on cloud will be in
encrypted form and only users(owner) of that data will have key to decrypt that data which makes data more
secure. Inspired by the above findings, we propose a new approach combining client-side de-duplication and
target-side de-duplication for cloud storage system. The contribution of this paper is onefold. Firstly, file-level
duplication are detected and eliminated locally by Client and globally by Metadata Server (MS) to improve the
de-duplication ratio. In Metadata Server we are storing the hash value of the files which will be compared to
find duplicates. The rest of this paper is organized as follows. Section II discusses the related work. We describe
the architecture of de-duplication in cloud storage system and the flow of avoiding duplication in each stage in
Section III. Section IV presents our evaluation results of De-duplication system and finally we conclude this
paper in Section V.

II.

RELATED WORK

As we described above, local de-duplication usually occurs in a single data source, while global de-duplication
integrates different data sources before being employed.
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Therefore, the de-duplication ratio of the latter is better than the former, but the overhead of the latter is much
larger. Client-side de-duplication happens at the client side before data uploading, such as Dropbox, in order to
reduce network bandwidth, but takes up a large number of computing resources at the source end. Compared
with client-side de-duplication, server-side de-duplication (also known as target de-duplication) happens at the
target end where data is stored so it can eliminate redundancy between different data sources to ensure that only
one copy is stored. Inline de-duplication can realize real-time data reduction when data is written to the storage
system, such as Data Domain, but consumes much system resources. Offline de-duplication requires enough
available free space for data storage before de-duplication, and this approach is suitable for the storage protocols
like Direct-Attached Storage and Storage Area Network. File-level de-duplication, chunk-level de-duplication
and byte-level de-duplication can increase storage utilization by eliminating data redundancy within or across
files and sliding window to determine the chunking boundaries by the content of data, and the similarity of files
can thus be detected. When the window size is 48 bytes and the expected chunk size is 8KB, content-defined
chunking can provide better performance of de-duplication. However, it will result in high system overhead and
extreme cases that the size of data chunk is too big or too small. Therefore, the improved content-defined
chunking algorithm effectively controls the distribution of block size by setting the minimum and maximum
chunk size.
After all files are divided into small blocks, the finger- prints of all blocks need to be calculated as their
identifiers by using MD5 or SHA-1 and the identifiers are used for fingerprint lookup. Since the probability of
hash collisions are orders of magnitude smaller than probability of disk corruption, they are almost ignored by
the existing research results. That is, two fingerprints are the same if and only if their corresponding two data are
the same. Moreover, although both cryptographic hash functions take as input a message of arbitrary length,
they produce as output a specific bit length of fingerprint, 128-bit for MD5 and 160-bit for SHA-1, respectively.
The overall performance of SHA-1 is better than MD5, but the overhead of CPU is higher and the rate of
operation is relatively slower. The disk bottleneck problem severely constrains the per- formance of deduplication system due to the query of an index over all existing fingerprints. In general, the memory space is
very limited, so only a fraction of index is stored in memory, and the majority of index is stored on disk. Hence,
memory index optimization is crucial to improve the hit rate of index lookup. DDFS was the first to apply
Bloom filter [7], [8] to de-duplication system where the fingerprint index is stored on disk and bloom filter is
stored in memory. However, the memory consumption of Bloom filter is larger than Sparse indexing [9]. The
latter uses sampling based on the similarity of blocks and a sparse index instead of the entire index, so as to limit
the scope of search and decrease the usage of memory.
For the de-duplication in cloud storage system, recent findings mostly focus on the security of cloud storage.
Shen proposes a secure de-duplication with proxy encryption and version control. That is, it guarantees semantic
security for unpopular data and provides weaker security and better storage for popular data.

III.

PROPOSED SYSTEM MODEL

Fig-1
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Cloud computing has recently emerged as a popular business model for utility computing system. Cloud
Computing provides key advantage to the end users like cost savings, Able to access the data irrespective of
location, performance and security. Google Drive is a personal cloud storage service from Google which
provides 15 GB storage for free. But most of time we store same files, photos, videos multiple times it occupies
complete free storage. To solve this problem, we designed an application which avoids duplication of data, it
also encrypts the file which help to save storage. For this we will use encryption algorithms. The cloud security
storage model based on encryption storage ensures safe storage of data. The data by removing the duplicate
copies of identical data and it is extensively used in cloud storage to save bandwidth and minimize the storage
space. To secure the confidentiality of sensitive data during de-duplication, the convergent encryption technique
is used to encrypt the data before outsourcing. Cloud Storage usually contains business-critical data and
processes; hence high security is the only solution to retain strong trust relationship between the cloud users and
cloud service providers. User can upload file like text, images and videos in google 3 drive then they need to
first compressed file before uploading. After that user can upload file in drive. In this application user can check
if the file is already present using hashing algorithm. The hash value of existing file is compared with the hash
value of uploading file. If the hash value matches it indicates that file is present in the drive and hence
discarded. If the hash values don’t match then the file is uploaded successfully. Data de-duplication is the most
valuable parameter of system. Each feature analysis is necessity as per the user requirement and so the duplicate
files are removed precisely. The system will work properly to upload and download the uploaded file and the
files which are uploaded are encrypted files to save the storage space of drive.

IV.

EVALUATION RESULTS

The simple idea behind de-duplication is to store duplicate data (either files or blocks) only once. Data segments
will be different after encryption. On the other hand, if data are not encrypted by users, confidentiality cannot be
guaranteed and data are not protected against curious cloud storage providers. By storing a unique copy of
duplicate data, cloud providers greatly reduce their storage, bandwidth and data transfer costs. De-duplication
has proved to achieve high space and cost savings and many cloud storage providers are currently adopting it.
Along with low ownership costs and flexibility, users require the protection of their data and confidentiality
guaranteed through encryption. De-duplication process is performed on cloud server for saving space by storing
only single copy of every uploaded file. Data being uploaded on cloud is presented in encrypted form providing
full proof security. When user wants to upload a file on cloud he/she has to login into his/her account by
entering credentials. Once logged in they can upload n number of file. Internally by this proposed
software/system hash of the document is being calculated and compared with the rest of the document present in
cloud, if system finds a match of current document, it gives a prompt “this document is already present, you
can’t upload this document” if match is not found then document gets uploaded successfully”. To calculate the
hash of the file we are using MD5 algorithm and for encryption we are using AES algorithm. Proposed scheme
contains following main aspects.
1. Upload
A hash value of the file is computed before upload, and then checked for any duplicates with the same existing
hash value in metadata server. If it is a new file, then new metadata of the file will be added and file will be
encrypted and uploaded on the cloud.
2. Update
In the case of existing file, the metadata of the file will be updated and the system may need to create or delete
the replicas of the file accordingly.
3. Delete
The de-duplicator checks the number of files which refer to the same hash value user wants to delete. If there is
only one reference to the hash, all replicas of the file will be deleted. On the other hand, if there are any other
files that refer to the hash, only the metadata will be updated.

www.irjmets.com

@International Research Journal of Modernization in Engineering, Technology and Science

[195]

e-ISSN: 2582-5208
International Research Journal of Modernization in Engineering Technology and Science
Volume:02/Issue:05/May-2020

V.

www.irjmets.com

TOOLS & METHODOLOGY

A. Algorithms
We are using three types of cryptography algorithms so as to secure the files on the drive. The algorithms are
used for experimental analysis. They are selected on the basis of their frequent usage in the existing literature.
The list of algorithms are as follows:
1)

MD5

MD5 was designed by Ronald Rivest in 1991. The MD5 message-digest algorithm is a widely used hash
function, producing a 128-bit hash value. It is used as a checksum to verify data integrity. Change in a single bit
in source text changes the hash by almost 50%. It is computationally impossible to get the text from the hash as
it is a one way function. MD5 in this project is used to compute hash value of a file.
2)

SHA-1

SHA1 is a secure hash function used to generate message digest of any text or image. It is used to check data
integrity using hash value. It takes an input and produces a 160-bit (20-byte) hash value known as a message
digest. It is designed to keep data secured, and used to check integrity of data.
In this, it is used to secure the AES key from brute force attack during encryption.
3)

AES

AES is an Advanced Encryption Standard. It is used to generate cipher key. 10 rounds for 128-bit keys,12
rounds for 192-bit keys and 14 rounds for 256-bit keys. AES key is generated during login is used at the time
encryption and decryption of file.

VI.

RESULTS

We have implemented our algorithms with the help of Java. We have made use of in-built java libraries and
packages to implement our cryptographic algorithms and to access google drive. Google library files that are
suitable for java are used for connecting the proposed system with the google drive.

Fig-2: De-duplicate Ratio Graph
Fig-2 show the proposed de-duplicate ratio for test sets in the form of graph and the ratio increases according to
the computed test sets size.
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Fig-3: Total Size, Storage Size, Duplicate Size (bytes) Graph
Fig-3 Show the results of file size (total size, storage size and duplicate size) for three test sets. The total size
(bytes) is more than storage size (bytes) and duplicate size.

Fig-4: Time Comparison of AES Algorithms
Fig-4 show the time comparison of AES 128, AES192, AES 256 for file size 1 MB and show AES 256 save
more energy and time than others.

VII.

CONCLUSION

The papers referred helped getting a better idea about the technique to be applied in this proposed system. Thus,
helping in getting a better idea about the way in which the system must work with minimum faults in it. The
papers provided me with a clear idea about which techniques may have which advantages and disadvantages
with them when implemented. The advantages of the system proposed in this paper are that it enables the user to
get a more realistic result. Data de-duplication is one of the techniques which used to solve the problem of
repetition of data. The de-duplication techniques are generally used in the cloud for reducing the storage space.
For achieving high level security of encrypted data on cloud there is a need to maintain the ownership for same
data being uploaded many times. We have proposed a De-duplication software which is a client side application
for de-duplication. Our proposed application supports different tasks like, registration uploading, downloading
and deletion of file in a graphical user interface. The scheme flexibly supports encrypted data through which
data holder can be assured for security of data stored on cloud. The practicability is shown in the computer
simulation results.
www.irjmets.com

@International Research Journal of Modernization in Engineering, Technology and Science

[197]

e-ISSN: 2582-5208
International Research Journal of Modernization in Engineering Technology and Science
Volume:02/Issue:05/May-2020

www.irjmets.com

VIII.

FUTURE WORK

For Future work, we are trying to build a system with its own cloud. It includes improvement in computation
and functionality of cloud service provider regarding security of encrypted data management.
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